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Internet

of things (IoT
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IoT

IoT
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IoT

IoT
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–

– 2023 ( - – )

2019 2023 2019 – 2023 
CAGR*

140,3 16,8% 351,7 22,6% 25,8%

56,9 6,8% 183,2 11,8% 34,0%

114,3 13,7% 269,4 17,3% 23,9%

144,3 17,3% 240,1 15,4% 13,6%

18,8 2,3% 37,5 2,4% 18,8%

- 358,1 43,0% 475,4 30,5% 7,3%

832,7 100,0% 1557,4 100,0% 16,9%

: IDC Worldwide Quarterly Smart Home Device Tracker, 29 2019 
*CAGR – Compound Annual Growth Rate –
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1.2. XIAOMI

Xiaomi.

Smart Home Set

MiJia .

– Mi Control Hub;

– Mi Wireless Switch;

–

–

Mi Control

RGB
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[4].

ZigBee

Wi-Fi.

2 – MiJia Smart Home Set
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– ZigBee

–

–

–

–

–

– push-

–

– ZigBee

– Mi

Xiaomi;

–

1.3. VIVINT

safehome Vivint
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[5] : Wi-Fi Z-

Wave.

– Z-Wave

ZigBee

Z-Wave –

–

–

–

–

– CO2.

Google

Home

Xiaomi.

1.4.

[6]
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2.

[2, 7]

2.1.

2.2.
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2.3.

-Fi, Bluetooth, ZegBee, Z-Wave
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Wi-Fi
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Wi-Fi

TCP/IP.
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–

–

API
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SSL
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3.

3.1.

IoT

– XMPP (Extensible Messaging and Presence Protocol) [8];

– SOAP (Simple Object Access Protocol) [9];

– COAP (Constrained Application Protocol) [10];

– STOMP (Streaming Text Oriented Message Protocol) [11];

– MQTT (Message Queuing Telemetry Transport) [12].

2.

3 –

XMPP SOAP COAP STOMP MQTT
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TCP/IP/
WS

HTTP,
TCP,
UDP

UDP/IP TCP/IP/
WS TCP/IP

ESP8266.

XML,

XEPs)
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XMPP XMPP

SOAP HTML (

XML.

STOMP SOAP

COAP MQTT

COAP

MQTT

– MQTT

-

MQTT

MQTT
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MQTT

MQTT (Message Queue Telemetry Transport) –

,

-

, 

[12

–

SSL).

3 –
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,

– Connect –

– Disconnect –

– Publish –

– Subscribe –

– Unsubscribe –

4 –
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-

/home/living-space/living-room1/security.

+

– /home/living-space/living-room1/security;

– /home/living-space/living-room2/security;

– /home/living-space/living-room1/fire;

– /home/living-space/living-room2/fire;

– /home/living-space/living-room1/light1;

– /home/living-space/living-room1/light2.

/home/living-space/+/security

.

#», 

living-space)

basement):
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– /home/basement/living-room1/security;

– /home/basement/living-room2/security;

– /home/basement/living-room1/fire.

: /home/living-space/#.

QoS 0

QoS 1 (At least once). 

.

QoS 2 (Exactly once). 
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5 – QoS MQTT

–

–

– S/SSL.
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3.2.

3.2.1. 

ESP32 – Wi-Fi ESP-WROOM-32

[13].

6 – Wi-Fi ESP-WROOM-32

Wi-Fi 10

-SR501,

Wi-Fi ESP-WROOM-32.
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– Wi-Fi ESP-WROOM-32

CPU: Xtensa Dual-Core 32-bit LX6, 160 MHz or 240 MHz (up to 600 DMIPS)
Memory: 520 KByte SRAM, 448 KByte ROM
Flash: 1, 2, 4… 64

Wi-Fi: 802.11b/g/n/e/i, 150 Mbps c HT40
Bluetooth: v4.2 BR/EDR and BLE

12-bit SAR ADC up to 18 channels
2 × 8-bit DAC
10 × touch sensors
Temperature sensor
4 × SPI
2 × I²S
2 × I²C
3 × UART
1 host (SD/eMMC/SDIO)
1 slave (SDIO/SPI)
Ethernet MAC DMA IEEE 1588
CAN 2.0
IR (TX/RX)
LED PWM up to 16 channelsHall sensor
Ultra low power analog pre-amplifier

IEEE 802.11 security WFA, WPA/WPA2 WAPI
Secure boot
Flash encryption
1024-bit OTP, up to 768-bit for task
Cryptographic engine: AES, SHA-2, RSA, ECC, RN

Raspberry Pi 3
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14]. 7

5

– Raspbian [15

Debian,

Raspbian

Stretch Lite

Raspberry Pi
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7 – Raspberry Pi

5 – Raspberry Pi

Broadcom BCM2837B0, Cortex-A53 (ARMv8) 64-bit SoC @ 1.4GHz
1GB LPDDR2 SDRAM

2.4GHz and 5GHz IEEE 802.11.b/g/n/ac wireless LAN
Bluetooth 4.2, BLE
Gigabit Ethernet over USB 2.0 (maximum throughput 300 Mbps)

Extended 40-pin GPIO header
Full-size HDMI
4 x USB 2.0 ports
CSI camera port for connecting a Raspberry Pi camera
DSI display port for connecting a Raspberry Pi touchscreen display
4-pole stereo output and composite video port
Micro SD port for loading your operating system and storing data
5V/2.5A DC power input
Power-over-Ethernet (PoE) support (requires separate PoE HAT)
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Linux

3.3.

IoT. MQTT, 



4.1.

8. MQTT

MQTT

8 –
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( :

1.

2. Wi-Fi.

3. MQTT

4. (deviceId)

(deviceType) (deviceStatus):

5.

6.

/auth/deviceId.

7.

/control/deviceId.

8.

– –

)

9.

/ping, 

deviceId /pong.

10.
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/alarm /deviceId.

9 – MQTT

MQTT 10):

1.

2. /auth/+

–

3. /ping
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/pong

4.

/control/deviceId

/state/deviceId.

5. /alarm

10 – MQTT

4.2.

API
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–

JSON

1. – GET /group –

2. – POST /group

3. – DELETE /group.

4. – POST /group/on –

5. – POST /group/off –

6. – POST /group/devices

.
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7. – DELETE /group/devices 

11 – API
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API

2).

12 – reverse proxy

4.3.



47

3.

13 –

- -

–
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.

:

–

–

«/ping»;

–

–

–

4.3.
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5.

5.1. MQTT

[16]. Eclipse Mosquitto

docker

Docker Hub [17].

5.2.

MQTT

Docker docker-compose.yml [19],

Docker Hub

Node.js [20
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Python 3.7 [21].

5.3.

Wi-Fi

– Espressif Systems [13]

MQTT PubSubClien [22]

IDE.

.

void setup( )

- MQTT

void loop( )

MQTT callback(char* 

topic, uint8_t* payload, uint length) 4.1. 

5.4.

-

[23]

Express [24] Java Script.

MQTT npm



51

[25].

MQTT

mqttClient.on('message', (topic, message) => { }).

node-persist» [26]

«ampqlib» [27]

Express.

.

5.4.1. -

- https

https

letsencrypt [28]. –

certbot [29

-

nginx [30]

IP
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.tk»

freenom [31

IP

5.4

RabbitMQ [32

hub.docker.com [33]. 

data push email Telegram.

Python 3

pika [34].

push

Firebase Cloud Messaging [35].

push

Google «google-

service.json»

push
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push

email «email.mime»

Python.

E.

Telegram

pyTelegramBotAPI [36]
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2.

Wi-Fi (3).

3.
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password, IP -7);
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6.

(8).

7. sms

(

-

sms

) (9).

8. –

http://airnotifier.github.io/ ) (9).

9. -

(

Wi-

) (10).

10.
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.1 – «docker-compose.yml»

services:

mqtt-broker:
image: eclipse-mosquitto:1.6
ports:
- 1883:1883

rabbitmq:

image: rabbitmq
ports:
- 5672:5672

core:
build: ./core/
depends_on:
- rabbitmq
- mqtt-broker

ports:
- 3000:3000

volumes:
- ./core/test.js:/home/app/test.js
- ./core/bin/:/home/app/bin/
- ./core/routes/:/home/app/routes/
- ./core/app.js:/home/app/app.js
- ./core/logger.js:/home/app/logger.js

command: node bin/www

push_sender:
build: docker/push
depends_on:
- rabbitmq

volumes:
- ./configs:/app/configs

email_sender:
build: docker/email
depends_on:
- rabbitmq

volumes:



63

- ./configs:/app/configs

- ./helpers/images:/app/helpers/images

telegram_sender:
build: docker/telegram/sender
depends_on:
- rabbitmq

volumes:
- ./configs:/app/configs
- ./docker/telegram/bot:/app/docker/telegram/bot
- ./helpers/images:/app/helpers/images

telegram_main:
build: docker/telegram/main
volumes:
- ./configs:/app/configs
- ./docker/telegram/bot:/app/docker/telegram/bot
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.1 – main.cpp»

#include <WiFi.h>
#include <PubSubClient.h>

const char *ssid = "name";
const char *password = "password";

const char *mqtt_server = "192.168.1.200";
const int mqttPort = 1883;

// 0 - disabled
// 1 - enabled
// 2 - device alarm
// 3 - sensor alarm 
int deviceState = 0;

// 55 - Registation device type
// 66 - Check value device type
int deviceType = 55;

String deviceId = "111";
String authTopic = "/auth/" + deviceId;;
String pingTopic = "/ping";
String pongTopic = "/pong";
String controlTopic = "/control/" + deviceId;
String stateTopic = "/state/" + deviceId;
String alarmTopic = "/alarm";

// Addition pin can be added for more connected sensors
// any one from 2, 4, 18, 19, 21, 22, 23, 13, 12, 27, 26, 
// 25, 33, 32, 34, 35, 36, 39 can be used for this
int pinDeviceState = 32;
int pinAlarmState = 33;
bool pinAlarmStateStatus = false;
int pin1 = 25;

WiFiClient espClient;
PubSubClient mqttClient(espClient);

void setup_init() 
{

Serial.begin(115200);
}
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{
void setup_wifi()

Serial.print("Connecting to ");
Serial.println(ssid);

WiFi.mode(WIFI_STA);
WiFi.begin(ssid, password);

while (WiFi.status() != WL_CONNECTED) {
delay(1000);
Serial.println("...");

}

Serial.println("WiFi connected!");
Serial.println("IP address: ");
Serial.println(WiFi.localIP());

}

void IRAM_ATTR isr() {
if(deviceState != 3) {

deviceState = 3;
Serial.println("------------------------------");
Serial.println("Sensor triggered");

}
}

void enable_security() {
deviceState = 1;
Serial.println("device enabled.");
attachInterrupt(pin1, isr, RISING);
Serial.println("Pin attached.");
mqttClient.publish((char*) stateTopic.c_str(), (char*) String(deviceState).c_str());  

}

void disable_security() {
deviceState = 0;
mqttClient.publish((char*) stateTopic.c_str(), (char*) String(deviceState).c_str());
Serial.println("device disabled.");

}

void callback(char* topic, uint8_t* payload, uint length)
{

Serial.println("------------------------------");
Serial.print("New message arrived in topic: ");
Serial.println(topic);

for (uint i = 0; i < length; i++) {
Serial.print((char)payload[i]);
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}

Serial.println();

String strTopic = String(topic);

if(strTopic == pingTopic) {
Serial.println("Got ping ...");
mqttClient.publish((char*) pongTopic.c_str(), (char*) deviceId.c_str());
Serial.println("Sent pong ...");

}

if(strTopic == controlTopic) {
int newState = (int)payload[0] - 48;
Serial.print("Got control command: ");

if(newState == 0) {
      disable_security();

}
else {

      if(newState == 1) {
        enable_security();
      }
      else {
        Serial.println("unknow command -> do nothing.");
      }

}
}

}

void setup_mqtt() 
{

mqttClient.setServer(mqtt_server, mqttPort);
mqttClient.setCallback(callback);

while (!mqttClient.connected()) {
        Serial.println("Connecting to MQTT...");

        if (mqttClient.connect("ESP32 Client")) {
            Serial.println("MQTT connected!");
        }
        else {
            Serial.print("MQTT connection failed with statu: ");
            Serial.println(mqttClient.state());
            delay(1000);
        }

}

     mqttClient.subscribe((char*) pingTopic.c_str());
     mqttClient.subscribe((char*) controlTopic.c_str());
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mqttClient.publish((char*) authTopic.c_str() , (char*) String(deviceType).c_str());
}

void setup_pins() {
pinMode(pinDeviceState, OUTPUT);
pinMode(pinAlarmState, OUTPUT);
pinMode(pin1, INPUT_PULLUP);
// End of start() set stat
digitalWrite(pinDeviceState, HIGH);

}

void check_device_state() {
if(deviceState == 0) {

digitalWrite(pinAlarmState, LOW);
}

if(deviceState == 1) {
digitalWrite(pinAlarmState, HIGH);

}

if(deviceState == 2) {
if(digitalRead(pinAlarmState) == 1) {

      digitalWrite(pinAlarmState, LOW);
}
else {

      digitalWrite(pinAlarmState, HIGH);
}

}

if(deviceState == 3) {
Serial.println("------------------------------");
Serial.println("Detected sensor triggering.");
deviceState = 2;
Serial.println("Set device status: alarm.");
detachInterrupt(pin1);
Serial.println("Pin detached");
mqttClient.publish((char*) alarmTopic.c_str(), (char*) String(deviceId).c_str());
Serial.println("Sent alarm message.");

}

delay(500);
}

void setup() {
setup_init();
setup_wifi();
setup_mqtt();
setup_pins();

}
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void loop() {
mqttClient.loop();
check_device_state();

}
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.1 – smart.js»

const express = require("express");
const {check, validationResult} = require('express-validator/check')
const router = express.Router();
const storage = require("node-persist");
const logger = require("../logger");
const stringGenerator = require("randomstring");
const amqplib = require('amqplib');

let devices = null;
let groups = null;
let pongRespinse = [];

/**
* Storages initialisation
*/

const check_storage = async () => {
if (!devices) {

        logger.info("Initialise devices storage.");
        devices = await storage.create({dir: "./storage/devices"});
        await devices.init();

}

if (!groups) {
        logger.info("Initialise groups storage.");
        groups = await storage.create({dir: "./storage/groups"});
        await groups.init();

}
};

/**
* Notification queue
*/

const pushTopic = "push";

_send_push = async (data) => {
const open = require('amqplib').connect('amqp://localhost');
open.then(function(conn) {

        return conn.createChannel();
}).then(function(ch) {

        return ch.assertQueue(pushTopic).then(function(ok) {
            return ch.sendToQueue(pushTopic, Buffer.from(data);
        })
            .then(r => logger.info(`R: ${r} )̀);
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}).catch(console.warn);
};

/**
* MQTT
*/

const mqtt = require('mqtt');
const mqttClient = mqtt.connect('mqtt://localhost');
const testTopic = "presence";
const pingTopic = "/ping";
const pongTopic = "/pong";
const authTopic = "/auth/#";
const stateTopic = "/state/#";
const alarmTopic = "/alarm";
const controlTopic = "/control/";
const authRegularStr = " (̂\/auth\/)[0-9]{3}$";
const stateRegularStr = " (̂\/state\/)[0-9]{3}$";

const _subscribeTopic = (topic) => {
mqttClient.subscribe(topic, (err) => {

        if (!err) {
            logger.info(`Subscribed to ${topic} topic. )̀;
        } else {
            logger.error(`Subscription to "${topic}  topic failed. )̀;
        }

});
};

mqttClient.on('connect', () => {
mqttClient.subscribe(testTopic, (err) => {

        if (!err) {
            logger.info(`Connected to MQTT broker. )̀;
            check_ping_pong();
        } else {
            logger.error(`Error MQTT broker connection ... )̀;
        }

});

mqttClient.publish(testTopic, 'Test MQTT hello message ...');

// Our subscriptions
_subscribeTopic(authTopic);
_subscribeTopic(pongTopic);
_subscribeTopic(stateTopic);
_subscribeTopic(alarmTopic);

});

const _handelAuth = async (id, type) => {
let deviceInfo = await devices.getItem(id);



71

if (!deviceInfo) {
        deviceInfo = {id: id, type: type};
        await devices.update(id, deviceInfo);
        logger.info(`New device ${id} with type: ${type} )̀;
        await _setState(id, "0");

} else {
        logger.info(`Device: ${id} already exists )̀;

}
};

const _setState = async (id, state) => {
const deviceInfo = await devices.getItem(id);
deviceInfo.state = state;
await devices.update(id, deviceInfo);
logger.info(`Set state: ${state} for: ${id} )̀;

};

mqttClient.on('message', async (topic, message) => {
logger.debug(`New message: ${message} received in topic ${topic} )̀;
await check_storage();

if (topic === alarmTopic) {
        logger.warn(`Got alarm from: ${message} )̀;
        await _send_push(message);

} else {
        if (topic === pongTopic) {
            const deviceId = message.toString('utf8');
            logger.info(`Pong: ${deviceId} )̀;
            pongRespinse.push(deviceId);
        } else {
            if (topic.match(stateRegularStr)) {
                const deviceId = topic.substr(7, 3);
                const deviceState = message.toString('utf8');
                logger.info(`Got new state ${deviceState} from ${deviceId} )̀;
                await _setState(deviceId, deviceState);
            } else {
                if (topic.match(authRegularStr)) {
                    const deviceId = topic.substr(6, 3);
                    const deviceType = await message.toString('utf8');
                    logger.info(`Got new authentication from: ${deviceId} with type ${deviceType} )̀;
                    await _handelAuth(deviceId, deviceType);
                    pongRespinse.push(deviceId);
                }
            }
        }

}
});

/**
* Check device (ping/pong)
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*/
const check_ping_pong = async () => {

await check_storage();
pongRespinse = [];
mqttClient.publish(pingTopic, "");
logger.info(`Ping ... )̀;

setTimeout(async () => {

        let deviceCount = 0;
        let connectedCount = 0;

        logger.debug(JSON.stringify(await devices.keys()));
        logger.debug(JSON.stringify(pongRespinse));

        await devices.forEach(async (device) => {
            // Check all connected devices
            logger.debug(`Check ${JSON.stringify(device)} )̀;

            if (pongRespinse.indexOf(device.key) == -1) {
                // detect disconnected device
                if (device.value.state !== "-1") {
                    logger.warn(`device ${device.key} disconnected )̀;
                    await _setState(device.key, "-1");
                    await _send_push(await devices.getItem(device.key));
                }
            } else {
                // detect connected device
                connectedCount++;

                if (device.value.state == "-1") {
                    logger.warn(`Device ${device.key} reconnected )̀;
                    await _setState(device.key, "0");
                    await _send_push(await devices.getItem(device.key));
                }
            }

            deviceCount++;
        });

        logger.info(`Device connection: ${connectedCount}/${deviceCount} )̀;

        await check_ping_pong();
}, 10000);

};

const  _wait = (ms) => {
return new Promise(resolve => {

        setTimeout(resolve, ms);
});
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};

const _mqttSetDevicesState = async (group, state) => {

logger.warn(JSON.stringify(group));

for (const id of group.devices) {
        mqttClient.publish(controlTopic + id, state);

};

await _wait(1000);
const response = [];

logger.warn(JSON.stringify(group));
for (const id of group.devices) {

        const device = await devices.getItem(id);

        logger.warn(JSON.stringify(device));
        if (device.state !== state) {
            logger.error(`Some device has not rent response )̀;
            await _send_push(device);
        };

        response.push(device);
};

return response;
};

const _mqtt_enable_devices = async (group) => {
return await _mqttSetDevicesState(group, "1");

};

const _mqtt_disable_devices = async (group) => {
return await _mqttSetDevicesState(group, "0");

};

// API
// 1 - Get groups
router.get('/group',

async (req, res) => {
        await check_storage();
        return res.status(200).send({
            groups: await groups.values(),
            devices: await devices.values()
        });

}
);
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// 2 - Create group
router.post('/group', [
        check('name').isString().withMessage("Must be a string")
            .isLength({min: 10}).withMessage("Must be at least 10 characters long.")

],
async (req, res) => {

        const errors = validationResult(req);
        if (!errors.isEmpty()) {
            return res.status(422).json({errors: errors.array()});
        }

        const newGroupId = stringGenerator.generate(10);
        await groups.setItem(newGroupId, {id: newGroupId, name: req.body.name, devices: []});
        logger.info(`Created new group ${newGroupId} with name: ${req.body.name} )̀;
        return res.status(201).send(newGroupId);

});

// 3 - Remove group
router.delete('/group', [
        check('id').isString().withMessage("Must be a string")
            .isLength({min: 10, max: 10}).withMessage("Must be 10 characters long")

],
async (req, res) => {

        const errors = validationResult(req);
        if (!errors.isEmpty()) {
            return res.status(422).json({errors: errors.array()});
        }

        logger.warn(req.body.id);
        const group = await groups.getItem(req.body.id);
        if (!group) {
            return res.status(404).json({errors: "Group not found"});
        }

        await groups.removeItem(req.body.id);
        logger.info(`Group ${req.body.id} removed )̀;
        return res.status(200).send();

});

// 4 - ON group
router.post('/group/on', [
        check('id').isString().withMessage("Must be a string")
            .isLength({min: 10, max: 10}).withMessage("Must be 10 characters long")

],
async (req, res) => {

        const errors = validationResult(req);

        if (!errors.isEmpty()) {
            return res.status(422).json({errors: errors.array()});
        }
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        const group = await groups.getItem(req.body.id);

       if (!group) {
            return res.status(404).json({errors: "Group notfound"});
        }

        if (group.devices.length == 0) {
            return res.status(404).json({errors: "Group is empty"});
        }

        return res.status(200).json({
            id: group.id,
            name: group.name,
            devices: await _mqtt_enable_devices(group)
        });

});

// 5 - OFF group
router.post('/group/off' , [
        check('id').isString().withMessage("Must be a string")
            .isLength({min: 10, max: 10}).withMessage("Must be 10 characters long")

],
async (req, res) => {

        const errors = validationResult(req);

        if (!errors.isEmpty()) {
            return res.status(422).json({errors: errors.array()});
        }

        const group = await groups.getItem(req.body.id);

        if (!group) {
            return res.status(404).json({errors: "Group not found"});
        }

        if (group.devices.length == 0) {
            return res.status(422).json({errors: "Group is empty"});
        }

        return res.status(200).json({
            id: group.id,
            name: group.name,
            devices: await _mqtt_disable_devices(group)
        });

});

// 6 - Add device to group
router.post('/group/devices', [
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        check('groupId').isString().withMessage("Must be a string")
            .isLength({min: 10, max: 10}).withMessage("Must be 10 characters long"),
        check('deviceId').isNumeric().withMessage("Must be a number")
            .isLength({min: 3, max: 3}).withMessage("Must be 3 digit number.")

],
async (req, res) => {

        const errors = validationResult(req);

        if (!errors.isEmpty()) {
            return res.status(422).json({errors: errors.array()});
        }

        const groupId = req.body.groupId;
        const deviceId = req.body.deviceId;
        const group = await groups.getItem(groupId);

        if (!group) {
            return res.status(404).json({errors: "Group now found"});
        }

        const device = await devices.getItem(deviceId);

        if (!device) {
            return res.status(404).json({errors: "Device now found"});
        }

        if (group.devices.indexOf(deviceId) !== -1) {
            return res.status(422).json({errors: "Device already in group"});
        }

        group.devices.push(deviceId);
        await groups.update(groupId, group);

        return res.status(200).send();
});

// 7 - Remove device from group
router.delete('/group/devices', [
        check('groupId').isString().withMessage("Must be a string")
            .isLength({min: 10, max: 10}).withMessage("Must be 10 characters long"),
        check('deviceId').isNumeric().withMessage("Must be a number")
            .isLength({min: 3, max: 3}).withMessage("Must be 3 digit number.")

],
async (req, res) => {

        const errors = validationResult(req);

        if (!errors.isEmpty()) {
            return res.status(422).json({errors: errors.array()});
        }
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        const groupId = req.body.groupId;
        const deviceId = req.body.deviceId;
        const group = await groups.getItem(groupId);

        if (!group) {
            return res.status(404).json({errors: "Group now found"});
        }

        const device = await devices.getItem(deviceId);

        if (!device) {
            return res.status(404).json({errors: "Device now found"});
        }

        const deviceIndex = group.devices.indexOf(deviceId);

        if (deviceIndex == -1) {
            return res.status(404).json({errors: "Device not in the group"});
        }

        await group.devices.splice(deviceIndex, 1);
        logger.warn(JSON.stringify(group.devices));
        await groups.update(groupId, group);

        return res.status(200).send();
});

module.exports = router;
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PUSH

.1 – push.py»

import json
import logging
import pika
import requests

from configs.config import CONFIG

connection =
pika.BlockingConnection(pika.ConnectionParameters(host=CONFIG["rabbitmq"]["host"]["internal"]))
channel = connection.channel()
channel.queue_declare(queue=CONFIG["rabbitmq"]["queue"]["push"], durable=True)

def callback(ch, method, properties, body):
req = requests.session()
req.headers.clear()
headers = {

        'Authorization': CONFIG["firebase"]['messaging']['key'],
        'Content-Type': 'application/json'

}
req.headers.update(headers)
url = "https://fcm.googleapis.com/fcm/send"

body_json = json.loads(body)
request_body = {

        "to": body_json["tokens"],
        "collapse_key": 'type_a',
        "data": {
            "title": body_json['n_title'],
            "desc": body_json['n_desk'],
            "image_name": body_json['n_image_name'],
            "image_url": body_json[' image_url']
        }

}

resp = req.post(url=url, json=request_body)
logging.info(resp)
ch.basic_ack(delivery_tag=method.delivery_tag)

channel.basic_qos(prefetch_count=1)
channel.basic_consume(callback, queue=CONFIG["rabbitmq"]['queue']["push"])

print('Waiting for messages...')
channel.start_consuming()
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EMAIL

.1 – «email.py»

import json
import pika
import smtplib

from email.mime.multipart import MIMEMultipart
from email.mime.text import MIMEText
from email.mime.image import MIMEImage
from configs.config import CONFIG

connection =
pika.BlockingConnection(pika.ConnectionParameters(host=CONFIG["rabbitmq"]["host"]["internal"]))
# connection = pika.BlockingConnection(pika.ConnectionParameters(host="localhost"))
channel = connection.channel()

channel.queue_declare(queue=CONFIG["rabbitmq"]['queue']["email"], durable=True)

msg = MIMEMultipart()

password = CONFIG['email']['password']
msg['From'] = CONFIG['email']['login']
msg['Subject'] = "Security alarm"

server = smtplib.SMTP('smtp.gmail.com: 587')
server.starttls()
server.login(msg['From'], password)

def callback(ch, method, properties, body):
image_path = "human2.jpg"
body_json = json.loads(body)

from helpers.images.ImageProcessor import str_to_image
str_to_image(body_json[' image'], image_path)

print(body_json["to"][0])
msg['To'] = body_json["to"]
msg.attach(MIMEText("New message", 'plain'))

with open(image_path, 'rb') as image:
        msg.attach(MIMEImage(image.read()))

server.sendmail(msg['From'], msg['To'], msg.as_string())
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E   
print("successfully sent email to %s:" % (msg['To']))

ch.basic_ack(delivery_tag=method.delivery_tag)

channel.basic_qos(prefetch_count=1)
channel.basic_consume(callback, queue=CONFIG["rabbitmq"]['queue']["email"])
channel.start_consuming()
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TELEGRAM

.1 – telegram.py»

import telebot
from telebot import apihelper
import json
import pika
from configs.config import CONFIG

print(CONFIG["telegram"]["proxy"])
print(CONFIG["telegram"]["bot"]["token"])

apihelper.proxy = {'https': CONFIG["telegram"]["proxy"]}
my_telegram_bot = telebot.TeleBot(CONFIG["telegram"]["bot"]["token"])

from docker.telegram.bot.TelegramBot import my_telegram_bot
from helpers.images.ImageProcessor import str_to_image

connection =
pika.BlockingConnection(pika.ConnectionParameters(host=CONFIG["rabbitmq"]["host"]["internal"]))
# connection = pika.BlockingConnection(pika.ConnectionParameters(host="localhost"))
channel = connection.channel()

channel.queue_declare(queue=CONFIG["rabbitmq"]["queue"]["telegram"], durable=True)

def callback(ch, method, properties, body):
image_path = "human1.jpg"
body_json = json.loads(body)

str_to_image(body_json[' image'], image_path)

my_telegram_bot.send_message(body_json['to'], body_json['message'])

with open(image_path, 'rb') as image:
        my_telegram_bot.send_photo(body_json['to'], image)

ch.basic_ack(delivery_tag=method.delivery_tag)

channel.basic_qos(prefetch_count=1)
channel.basic_consume(callback, queue=CONFIG["rabbitmq"]["queue"]["telegram"])
channel.start_consuming()


