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– "ICollection<DeviceDescription> GetDeviceDescriptions()" –

– "ICollection<DeviceData> GetDevices()" –

;

– "void InvokeDeviceMethod (string deviceID, string method, 

IReadOnlyCollection<JToken> serializedMethodParams, 

IMethodInvocationInstance invocationInstance)" – .

AbstractDevice

DeviceDescription DeviceData void InvokeMethod
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IMethodInvocationInstance invocationInstance)

BaseDevice AbstractDevice
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C#,

- DeviceType,

DeviceMethod, DeviceProp, DeviceEvent, Doc

DeviceDescriptionGenetator,

DeviceDescription.
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–

[DeviceType("dummy", "Dummy")]
[Doc("Generated Class docs")]
public class DummyDevice : BaseDevice
{

[DeviceEvent(Name = "event0")]
[Doc("Event docs")]
public delegate void DeviceEvent0Delegate();

[DeviceMethod(Name = "string_method", ResultType = "string")]
[Doc("This method returns upper-case variant of string")]
[return: Doc("Upper-case variant of input string")]
private string StringMethod([Doc("Input string")] string s)
{

return s.ToUpper();
}

}

1. IPlatfomFactory.

2. IPlarformFactory.

3. IPlatformFactory Create

Create

IPlatform.

4. IPlatform StartPlatform

IHost.

5.
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–
private void LoadPlatforms()
{

var platformDir = Path.Combine(Directory.GetCurrentDirectory(), 
"platforms");

foreach (var platformAssemblyDir in Directory.GetDirectories(platformDir))
{

var platformAssemblyName = Path.GetFileName(platformAssemblyDir);
if(platformAssemblyName == null)

continue;

var platformAssemblyFile = Path.Combine(platformAssemblyDir, 
platformAssemblyName);

Logger.Log(platformAssemblyFile);
var assembly = Assembly.LoadFrom(platformAssemblyFile);
var platforms = LoadPlatformsFromAssembly(assembly);

foreach (var platform in platforms)
{

platform.StartPlatform(this);
Logger.Log($"loaded {platform.GetPlatformName()}");
_loadedPlatforms.Add(platform.GetPlatformName(), platform);

}
}

}

private IEnumerable<IPlatform> LoadPlatformsFromAssembly(Assembly assembly)
{

var platforms = new List<IPlatform>();
var definedFactoryList =

assembly.GetTypes().Where(type =>
type.GetInterfaces().Contains(typeof(IPlatformFactory)));

foreach (var factoryType in definedFactoryList)
{

var factory = (IPlatformFactory)Activator.CreateInstance(factoryType);

if(!_platformOptions.TryGetValue(factory.GetPlatformName(), out var 
options))

options = new Dictionary<string, string>();

var platform = factory.Create(out var error, options);
if (platform == null)
{

Logger.Log($"error while instancing platform 
'{factory.GetPlatformName()}': {error}");

continue;
}

platforms.Add(platform);
}

return platforms;
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–
namespace IOT.Devices.Dummy
{

using System;
using System.Threading.Tasks;
using IOT.Common;
using IOT.Client;

public class Dummy
{

private IOT.Client.Device _device_controller;

public Dummy(IOT.Client.Device device)
{

this._device_controller = device;
this._device_controller.SubscribeEvent("event0",

this.@__event_proxy_Event0);
}

public event Event0EventDelegate Event0;

public async Task<System.String> StringMethod(string s)
{

object[] @__collected_params_array__ = new object[] {
s};

return ((string)(await 
_device_controller.InvokeMethod("string_method", @__collected_params_array__)));

}

private void @__event_proxy_Event0(object[] eventParams)
{

this.Event0();
}

public delegate void Event0EventDelegate();
}

}

Common
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a.
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c.
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1.

2.

3.

o

4.

o Client client = new Client("196.168.0.10", 6667, "id").

5.

o await client.Sync().

6.

o Device device = await client.GetDevice("platform_name", 

"device_id").

7.

o

await device.InvokeMethod("set_rgb", new object[]{ new 

RGBColor(200, 0, 0) }).

o 2 .

( , YeelinkLightColor1 lamp = new 

YeelinkLightColor1(device);

await lamp.SetRgb(new RGBColor(200, 0, 0));).

8.

o ( ,

RGBColor color = await device.GetProp("rgb");).
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o

( , YeelinkLightColor1 lamp = new 

YeelinkLightColor1(device);

RGBColor color = await lamp.RGB;)

9.

o ( ,

device.SubscribeEvent("on_color_change", callback);).

o

1 lamp = new 

YeelinkLightColor1(device);

lamp.OnColorChange += callback;).

6.3.

1.

2.

3. –

a. void StartPlatform(IHost host) –
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b. void StopPlatform() –

c. string GetPlatformName() –

d. ICollection<DeviceDescription> GetDeviceDescriptions() –

DeviceDescriptionGenerator. 

e. ICollection<DeviceData> GetDevices() –

f. void InvokeDeviceMethod(string deviceID, string method, 

IReadOnlyCollection<JToken> serializedMethodParams, 

IMethodInvocationInstance invocationInstance) –

4.

a. string GetPlatformName() –
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b. IPlatform Create(out string error, Dictionary<string, string> options) –

5.

6.

a.

[DeviceProp(Name ="prop_name")]

public int prop;

b.

public delegate void EventDelegate();

[DeviceEvent(Name ="event_name")]

public event EventDelegate Event;
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c.

[DeviceMethod(Name = "method_name")]

public void Method(string arg0, int arg1) {/* */}

d.

[DeviceMethod(Name = "string_method")]

[Doc("This method returns upper-case variant of string")]

[return: Doc("Upper-case variant of input string")]

private string StringMethod([Doc("Input string")] string s)

{

return s.ToUpper();

}
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ClientManager.cs
using System; 
using System.Collections.Generic; 
using System.Linq; 
using System.Timers; 
using IOT.Common; 
using IOTHost; 
 
namespace Host 
{ 
    public class ClientManager : IDisposable 
    { 
        private readonly Dictionary<string, Client> _clients = new Dictionary<string, 
Client>(); 
        private readonly Timer _checkActiveClientsTimer = new Timer(2000); 
 
         
        public class Client 
        { 
            public readonly string ID; 
            public DateTime LastPingTime; 
 
            public Client(string id) 
            { 
                ID = id; 
                LastPingTime = DateTime.UtcNow; 
            } 
        } 
 
        public ClientManager() 
        { 
            _checkActiveClientsTimer.Elapsed += OnCheckActiveClientsTimerEvent; 
            _checkActiveClientsTimer.AutoReset = true; 
            _checkActiveClientsTimer.Enabled = true; 
        } 
 
        public void Dispose() 
        { 
            _checkActiveClientsTimer.Dispose(); 
        } 
 
        public IEnumerable<string> GetClientIDs() 
        { 
            return _clients.Keys; 
        } 
         
        public void ProcessClientPing(string id) 
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        { 
            if (_clients.TryGetValue(id, out var client)) 
                client.LastPingTime = DateTime.UtcNow; 
            else 
            { 
                _clients.Add(id, new Client(id)); 
                Logger.Log($"new client {id}"); 
            } 
        } 
         
        private void OnCheckActiveClientsTimerEvent(object source, ElapsedEventArgs e) 
        { 
            var forRemoval = new List<string>(); 
             
            foreach (var client in _clients.Values) 
            { 
                if(DateTime.UtcNow - client.LastPingTime >= TimeSpan.FromSeconds(5)) 
                    forRemoval.Add(client.ID); 
            } 
 
            foreach (var id in forRemoval) 
            { 
                _clients.Remove(id); 
                Logger.Log($"client {id} removed"); 
            } 
        } 
    } 
} 
 
 
 

ClientRequestRecord.cs
 
using System; 
using Newtonsoft.Json.Linq; 
 
namespace Host 
{ 
    public class ClientRequestRecord 
    { 
        public readonly string ClientIdentity; 
        public readonly string Action; 
        public readonly ulong? InvocationID; 
        public readonly JToken Data; 
 
        public ClientRequestRecord(string clientIdentity, string action, ulong? 
invocationID, JToken data) 
        { 
            ClientIdentity = clientIdentity; 
            Action = action; 
            InvocationID = invocationID; 
            Data = data; 
        } 
    } 
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Host.cs
 
using System; 
using System.Collections.Generic; 
using System.IO; 
using System.Linq; 
using System.Reflection; 
using System.Timers; 
using IOT.Common; 
using IOTHost; 
using IOTHost.PlatformInterface; 
using Newtonsoft.Json; 
using Newtonsoft.Json.Linq; 
 
namespace Host 
{ 
    public class Host : IDisposable, IHost 
    { 
        private const string TAG = "Host"; 
        private readonly IDictionary<string, IPlatform> _loadedPlatforms = new 
Dictionary<string, IPlatform>(); 
        internal readonly ServerNetworkProcessor ServerNetworkProcessor; 
        internal readonly ServerMessageProcessor ServerMessageProcessor; 
        internal readonly HostMethods HostMethods; 
        internal readonly ClientManager ClientManager = new ClientManager(); 
        private readonly Dictionary<string, Dictionary<string, string>> 
_platformOptions; 
         
        public static void Main(string[] args) 
        {                
            var host = new Host(args); 
            host.LoadPlatforms(); 
        } 
 
        public Host(string[] args) 
        { 
            _platformOptions = ParseCommandArguments(args); 
            ServerNetworkProcessor = new ServerNetworkProcessor(this, "tcp://*:6667"); 
            ServerMessageProcessor = new ServerMessageProcessor(this); 
            HostMethods = new HostMethods(this); 
        } 
 
        public void Start() 
        { 
            LoadPlatforms(); 
        } 
         
        public void Dispose() 
        { 
            ClientManager.Dispose(); 
            ServerMessageProcessor.Stop(); 
            ServerNetworkProcessor.Stop(); 
 
            foreach (var platform in _loadedPlatforms.Values) 
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            { 
                platform.Dispose(); 
            } 
        } 
 
        public void ProcessDeviceEvent(string platform, string deviceID, string 
eventName, ICollection<object> eventParams) 
        { 
            ServerNetworkProcessor.BroadcastEventMessage(ClientManager.GetClientIDs(), 
platform, deviceID, eventName, eventParams); 
        } 
 
        private Dictionary<string, Dictionary<string, string>> 
ParseCommandArguments(string[] argStrings) 
        { 
            var options = new Dictionary<string, Dictionary<string, string>>(); 
 
            foreach (var argString in argStrings) 
            { 
                var firstColonIndex = argString.IndexOf(':'); 
                if (firstColonIndex == -1) 
                    goto printError; 
 
                var secondColonIndex = argString.IndexOf(':', firstColonIndex + 1); 
                if(secondColonIndex == -1) 
                    goto printError; 
                 
                var platform = argString.Substring(0, firstColonIndex); 
                var parameter = argString.Substring(firstColonIndex + 1, 
secondColonIndex - firstColonIndex - 1); 
                var value = argString.Substring(secondColonIndex + 1); 
                   
                if(!options.ContainsKey(platform)) 
                    options.Add(platform, new Dictionary<string, string>()); 
                if(!options[platform].ContainsKey(parameter)) 
                    options[platform].Add(parameter, value); 
                else 
                    Logger.Log($"option {platform}:{parameter} already present, 
skipping"); 
                 
                continue; 
                 
                printError:  
                Logger.Log($"malformed option: {argString}. format is: 
'platform':'option':'value'"); 
            } 
             
            return options; 
        } 
         
        private void LoadPlatforms() 
        { 
            var platformDir = Path.Combine(Directory.GetCurrentDirectory(), 
"platforms"); 
            foreach (var platformAssemblyDir in Directory.GetDirectories(platformDir)) 
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            { 
                var platformAssemblyName = Path.GetFileName(platformAssemblyDir); 
                if(platformAssemblyName == null) 
                    continue; 
                 
                var platformAssemblyFile = Path.Combine(platformAssemblyDir, 
platformAssemblyName); 
                Logger.Log(platformAssemblyFile); 
                var assembly = Assembly.LoadFrom(platformAssemblyFile); 
                var platforms = LoadPlatformsFromAssembly(assembly); 
 
                foreach (var platform in platforms) 
                { 
                    platform.StartPlatform(this); 
                    Logger.Log($"loaded {platform.GetPlatformName()}"); 
                    _loadedPlatforms.Add(platform.GetPlatformName(), platform); 
                } 
            } 
        } 
 
        private IEnumerable<IPlatform> LoadPlatformsFromAssembly(Assembly assembly) 
        { 
            var platforms = new List<IPlatform>(); 
            var definedFactoryList = 
                assembly.GetTypes().Where(type => 
type.GetInterfaces().Contains(typeof(IPlatformFactory))); 
            foreach (var factoryType in definedFactoryList) 
            { 
                var factory = (IPlatformFactory)Activator.CreateInstance(factoryType); 
                 
                if(!_platformOptions.TryGetValue(factory.GetPlatformName(), out var 
options)) 
                    options = new Dictionary<string, string>(); 
                 
                var platform = factory.Create(out var error, options); 
                if (platform == null) 
                { 
                    Logger.Log($"error while instancing platform 
'{factory.GetPlatformName()}': {error}"); 
                    continue; 
                } 
                 
                platforms.Add(platform); 
            } 
 
            return platforms; 
        } 
 
        public IPlatform GetPlatform(string platformName) 
        { 
            return _loadedPlatforms.TryGetValue(platformName, out var platform) ? 
platform : null; 
        } 
         
        public DeviceData GetDevice(string platformName, string id) 
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        { 
            return GetPlatform(platformName)?.GetDevice(id); 
        } 
 
        public IEnumerable<IPlatform> GetLoadedPlatforms() 
        { 
            return _loadedPlatforms.Values; 
        } 
    } 
}
 
 
 
 

HostMethods.cs
 
using System; 
using System.Collections.Generic; 
using System.Linq; 
using IOT.Common; 
using IOTHost; 
 
namespace Host 
{ 
    public class HostMethods 
    { 
        private delegate void HostMethod(IEnumerable<object> methodParams, 
            IMethodInvocationInstance invocationInstance); 
        private Dictionary<string, HostMethod> _methods = new Dictionary<string, 
HostMethod>(); 
        private Host _host; 
 
        public HostMethods(Host host) 
        { 
            _host = host; 
            _methods["test_method"] = TestMethod; 
            _methods["get_devices"] = GetDevices; 
            _methods["get_device_descriptions"] = GetDeviceDescriptions; 
        } 
         
        public void DispatchMethodInvocation(string method, IEnumerable<object> 
methodParams, IMethodInvocationInstance invocationInstance) 
        { 
            if (!_methods.TryGetValue(method, out var hostMethod)) 
            { 
                Logger.Log($"not found host method '{method}'"); 
                invocationInstance.Failed($"not found host method '{method}'"); 
                return; 
            } 
             
            hostMethod.Invoke(methodParams, invocationInstance); 
        } 
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        private void TestMethod(IEnumerable<object> methodParams, 
IMethodInvocationInstance invocationInstance) 
        { 
            invocationInstance.Completed("result from test_method!"); 
        } 
 
        private void GetDeviceDescriptions(IEnumerable<object> methodParams, 
IMethodInvocationInstance invocationInstance) 
        { 
            var descriptions = new List<DeviceDescription>(); 
            foreach (var platform in _host.GetLoadedPlatforms()) 
                descriptions.AddRange(platform.GetDeviceDescriptions()); 
            invocationInstance.Completed(descriptions); 
        } 
         
        private void GetDevices(IEnumerable<object> methodParams, 
IMethodInvocationInstance invocationInstance) 
        { 
            var devices = new List<DeviceData>(); 
            foreach (var platform in _host.GetLoadedPlatforms()) 
                devices.AddRange(platform.GetDevices()); 
            var devicesSerialized = devices.Select(dev => dev.ToJson()); 
            invocationInstance.Completed(devicesSerialized); 
        } 
    } 
}
 
 
 
 

ServerMessageProcessor.cs
 
using System; 
using System.Collections.Generic; 
using System.Linq; 
using IOT.Common; 
using IOTHost; 
using Newtonsoft.Json; 
using Newtonsoft.Json.Linq; 
using ZeroMQ; 
 
namespace Host 
{ 
    public class ServerMessageProcessor : AbstractMessageProcessor<ClientRequestRecord> 
    { 
        private const string TAG = "ServerMessageProcessor"; 
        private readonly Host _host; 
 
        public ServerMessageProcessor(Host host) 
        { 
            _host = host; 
        } 
         
        public void HandleMessage(ZMessage message) 



55

        { 
            var identity = message[0].ReadString(); 
            var messageContent = message[1].ReadString(); 
                                     
            var json = JObject.Parse(messageContent); 
            if (json != null) 
            { 
                var action = (string) json["action"]; 
                var data = json["data"]; 
                var invocationID = (ulong?) json["invocation_id"]; 
                                         
                var requestRecord = new ClientRequestRecord(identity, action, 
invocationID, data); 
                PutMessage(requestRecord); 
            } 
            else 
                Logger.Log($"[ServerDispatcher] cannot parse message as json: 
{messageContent}"); 
        } 
 
        protected override void ProcessMessage(ClientRequestRecord requestRecord) 
        { 
            switch (requestRecord.Action.ToLower()) 
            { 
                case "ping": 
                    ProcessPing(requestRecord); 
                    break; 
                case "request:device_invoke_method": 
                    RequestDeviceInvokeMethod(requestRecord); 
                    break; 
                case "request:host_invoke_method": 
                    RequestHostInvokeMethod(requestRecord); 
                    break; 
                default: 
                    Logger.Log($"unrecognized action '{requestRecord.Action}'"); 
                    break; 
            } 
        } 
 
        private void ProcessPing(ClientRequestRecord requestRecord) 
        { 
            _host.ClientManager.ProcessClientPing(requestRecord.ClientIdentity); 
        } 
         
        public class ClientInvocationInstance : IMethodInvocationInstance 
        { 
            private readonly ServerNetworkProcessor _networkProcessor; 
            private readonly string _clientID; 
            private readonly ulong _clientInvocationID; 
 
            public ClientInvocationInstance(ServerNetworkProcessor networkProcessor, 
string clientID, ulong invocationID) 
            { 
                _networkProcessor = networkProcessor; 
                _clientID = clientID; 
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                _clientInvocationID = invocationID; 
            } 
             
            public void Completed(object result) 
            { 
                _networkProcessor.SendMethodInvocationResult(_clientID, 
_clientInvocationID, result); 
            } 
 
            public void Failed(string error) 
            { 
                _networkProcessor.SendMethodInvocationError(_clientID, 
_clientInvocationID, error); 
            } 
 
            public void TimedOut() 
            { 
                throw new NotImplementedException(); 
            } 
        } 
         
        private void RequestDeviceInvokeMethod(ClientRequestRecord requestRecord) 
        { 
            if (requestRecord.InvocationID == null) 
            { 
                Logger.Log("invoke device method requested, but invocation_id not 
present"); 
                return; 
            } 
             
            var platformName = (string) requestRecord.Data["platform"]; 
            var deviceID = (string) requestRecord.Data["device_id"]; 
            var method = (string) requestRecord.Data["method"]; 
            var serializedMethodParams = requestRecord.Data["params"].ToList(); 
             
            var invocationInstance = new 
ClientInvocationInstance(_host.ServerNetworkProcessor, requestRecord.ClientIdentity, 
requestRecord.InvocationID.Value); 
            var platform = _host.GetPlatform(platformName); 
            if (platform == null) 
            { 
                invocationInstance.Failed($"platform '{platformName}' not loaded"); 
                return; 
            } 
 
            if (platform.GetDevice(deviceID) == null) 
            { 
                invocationInstance.Failed($"platform '{platform}' doesn't contains 
device with id '{deviceID}'"); 
                return; 
            } 
             
            platform.InvokeDeviceMethod(deviceID, method, serializedMethodParams, 
invocationInstance); 
        } 
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        private void RequestHostInvokeMethod(ClientRequestRecord requestRecord) 
        { 
            if (requestRecord.InvocationID == null) 
            { 
                Logger.Log("invoke host method requested, but invocation_id not 
present"); 
                return; 
            } 
             
            var method = (string) requestRecord.Data["method"]; 
            var methodParams = requestRecord.Data["params"].ToObject<List<object>>();           
            var invocationInstance = new 
ClientInvocationInstance(_host.ServerNetworkProcessor, requestRecord.ClientIdentity, 
requestRecord.InvocationID.Value); 
             
            _host.HostMethods.DispatchMethodInvocation(method, methodParams, 
invocationInstance); 
        } 
    } 
} 

ServerNetworkProcessor.cs

using System; 
using System.Collections.Concurrent; 
using System.Collections.Generic; 
using System.Threading; 
using IOT.Common; 
using IOTHost; 
using Newtonsoft.Json.Linq; 
using ZeroMQ; 
 
namespace Host 
{ 
    public class ServerNetworkProcessor : AbstractNetworkProcessor 
    { 
        private Host _host; 
         
        public ServerNetworkProcessor(Host host, string address) 
            : base(address) 
        { 
            _host = host; 
        } 
 
        protected override ZSocket SocketInitialization(ZContext context, string 
address) 
        { 
            var socket = new ZSocket(context, ZSocketType.ROUTER); 
            socket.ReceiveTimeout = TimeSpan.FromMilliseconds(10); 
            socket.Bind(address); 
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            return socket; 
        } 
 
        public override void SendMessage(string message) 
        { 
            throw new MethodAccessException("should use SendMessageToClient()"); 
        } 
 
        public void SendMethodInvocationResult(string clientID, ulong invocationID, 
object result) 
        { 
            var data = new Dictionary<string, object> 
            { 
                {"status", "success"}, 
                {"result", result} 
            }; 
             
            SendActionToClient(clientID, "result:invoke_method", data, invocationID); 
        } 
         
        public void SendMethodInvocationError(string clientID, ulong invocationID, 
string error) 
        { 
            var data = new Dictionary<string, object> 
            { 
                {"status", "failure"}, 
                {"error", error} 
            }; 
             
            SendActionToClient(clientID, "result:invoke_method", data, invocationID); 
        } 
 
        public void BroadcastEventMessage(IEnumerable<string> clients, string platform, 
string deviceID, string eventName, ICollection<object> eventParams) 
        { 
            var data = new Dictionary<string, object> 
            { 
                {"platform", platform}, 
                {"device_id", deviceID}, 
                {"event", eventName}, 
                {"params", eventParams} 
            }; 
             
            foreach (var clientID in clients) 
                SendActionToClient(clientID, "device_event", data, null); 
        } 
         
        protected override void HandleMessage(ZMessage message) 
        { 
            _host.ServerMessageProcessor.HandleMessage(message); 
        } 
    } 
} 
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Client.cs

using System; 
using System.Collections.Generic; 
using System.Linq; 
using System.Threading.Tasks; 
using System.Timers; 
using IOT.Common; 
using IOT.Common.DataTypes; 
using Newtonsoft.Json; 
using Newtonsoft.Json.Linq; 
 
namespace IOT.Client 
{ 
    public class Client : IDisposable 
    { 
        internal readonly ClientNetworkProcessor NetworkProcessor; 
        internal readonly ClientMessageProcessor Dispatcher; 
        internal readonly ClientInvocationManager InvocationManager; 
        internal readonly EventDispatcher EventDispatcher; 
        public readonly List<DeviceDescription> DeviceDescriptions = new 
List<DeviceDescription>(); 
        public readonly List<DeviceData> Devices = new List<DeviceData>(); 
        internal readonly Timer PingTimer = new Timer(2000); 
        public readonly string HostIP; 
        public readonly int HostPort; 
         
 
        public Client(string hostIP, int hostPort, string identity) 
        { 
            HostIP = hostIP; 
            HostPort = hostPort; 
             
            Dispatcher = new ClientMessageProcessor(this); 
            NetworkProcessor = new ClientNetworkProcessor(this, 
$"tcp://{hostIP}:{hostPort}", identity); 
            InvocationManager = new ClientInvocationManager(this); 
            EventDispatcher = new EventDispatcher(this); 
 
            PingTimer.Elapsed += OnPingTimerEvent; 
            PingTimer.AutoReset = true; 
            PingTimer.Enabled = true; 
            OnPingTimerEvent(null, null); 
        } 
 
        public void Stop() 
        { 
            Dispatcher.Stop(); 
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            NetworkProcessor.Stop(); 
        } 
 
        public void Dispose() 
        { 
            Stop(); 
        } 
 
        internal DeviceDescription GetDeviceDescription(string platform, string type) 
        { 
            return DeviceDescriptions.Find(desc => desc.Platform == platform && 
desc.Type == type); 
        } 
         
        public async Task<Device> GetDevice(string platform, string id, bool sync) 
        { 
            var deviceData = Devices.Find(dev => dev.Platform.Equals(platform) && 
dev.ID.Equals(id)); 
            if (deviceData == null) 
            { 
                if (sync) 
                { 
                    await SyncDeviceDescriptions(); 
                    await SyncDevices(); 
                    return await GetDevice(platform, id, false); 
                } 
 
                return await Task.FromResult<Device>(null); 
            } 
 
            var description = 
                DeviceDescriptions.Find(desc => desc.Platform.Equals(platform) && 
desc.Type.Equals(deviceData.Type)); 
            if (description == null) 
                return await Task.FromResult<Device>(null); 
             
            return await Task.FromResult(new Device(this, description, deviceData)); 
        } 
 
        public async Task Sync() 
        { 
            await SyncDeviceDescriptions(); 
            await SyncDevices(); 
        } 
         
        public async Task SyncDeviceDescriptions() 
        { 
            var result = await InvokeHostMethod("get_device_descriptions", null); 
            if(!(result is JArray)) 
            { 
                Logger.Log($"result of get_device_descriptions should be array, but got 
{result.GetType()}"); 
                return; 
            } 
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            using (var reader = ((JArray)result).CreateReader()) 
            { 
                JsonSerializer.CreateDefault().Populate(reader, DeviceDescriptions); 
            } 
 
            foreach (var description in DeviceDescriptions) 
                description.SetupDataTypeConverters(); 
        } 
         
        public async Task SyncDevices() 
        { 
            var result = await InvokeHostMethod("get_devices", null); 
            if(!(result is JArray)) 
            { 
                Logger.Log($"result of get_devices should be array, but got 
{result.GetType()}"); 
                return; 
            } 
 
            var devicesData = (result as JArray).ToList(); 
            foreach (var json in devicesData) 
            { 
                if(!DeviceData.ReadPlatformAndType(json, out var platform, out var 
type)) 
                    continue; 
                 
                var deviceDescription = GetDeviceDescription(platform, type); 
                if(deviceDescription == null) 
                { 
                    Logger.Log($"no description for device '{platform}:{type}'"); 
                    continue; 
                } 
                 
                var newDeviceData = DeviceData.CreateFromJson(json, deviceDescription); 
                var existingDeviceData = Devices.Find(d => d.Platform == 
newDeviceData.Platform && d.ID == newDeviceData.ID); 
 
                if (existingDeviceData != null) 
                    existingDeviceData.UpdateFromJson(json, deviceDescription); 
                else 
                    Devices.Add(newDeviceData); 
            } 
        } 
         
        public async Task<object> InvokeHostMethod(string method, IEnumerable<JToken> 
serializedMethodParams) 
        { 
            return await InvocationManager.InvokeHostMethod(method, 
serializedMethodParams); 
        } 
 
        public DataChannel OpenDataChannel(DataChannelDescription description) 
        { 
            return new DataChannel(this, description); 
        } 
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        public void DumpDevices() 
        { 
            Logger.EndLog(); 
            foreach (var device in Devices) 
            { 
                Logger.WriteLogLine($"'{device.Platform}':'{device.Type}' 
id:'{device.ID}' name:'{device.Name}' online:{device.IsOnline}"); 
            } 
            Logger.EndLog(); 
        } 
         
        private void OnPingTimerEvent(object source, ElapsedEventArgs e) 
        { 
            NetworkProcessor.SendAction("ping", null); 
        } 
    } 
}

ClientInvocationManager.cs

using System; 
using System.Collections.Generic; 
using System.Threading.Tasks; 
using IOT.Common; 
using Newtonsoft.Json.Linq; 
 
namespace IOT.Client 
{ 
    internal class ClientInvocationManager : AbstractInvocationManager 
    { 
        private readonly Client _client; 
 
        public ClientInvocationManager(Client client) 
        { 
            _client = client; 
        } 
         
        private class AsyncMethodInvocationInstance : IMethodInvocationInstance 
        { 
            private readonly TaskCompletionSource<object> _taskCompletionSource; 
 
            public AsyncMethodInvocationInstance(TaskCompletionSource<object> 
taskCompletionSource) 
            { 
                _taskCompletionSource = taskCompletionSource; 
            } 
             
            public void Completed(object result) 
            { 
                _taskCompletionSource.SetResult(result); 
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            } 
 
            public void Failed(string error) 
            { 
                _taskCompletionSource.SetException(new IOTException(error)); 
            } 
 
            public void TimedOut() 
            { 
                _taskCompletionSource.SetException(new Exception("invocation timed 
out")); 
            } 
        } 
 
        private bool CreateInvocation(out ulong invocationID, out Task<object> task) 
        { 
            var taskCompletionSource = new TaskCompletionSource<object>(); 
            var invocationInstance = new 
AsyncMethodInvocationInstance(taskCompletionSource); 
             
            invocationID = NewInvocationID(); 
            var invocationAdded = InvocationsInProgress.TryAdd(invocationID, 
invocationInstance); 
 
            task = invocationAdded ? taskCompletionSource.Task :  
                Task.FromException<object>(new Exception($"cannot create invocation with 
id {invocationID}")); 
            return invocationAdded; 
        } 
         
        public async Task<object> InvokeDeviceMethod(string platform, string deviceID, 
string method, 
            IEnumerable<JToken> serializedMethodParams) 
        { 
            var data = new Dictionary<string, object> 
            { 
                {"platform", platform}, 
                {"device_id", deviceID}, 
                {"method", method}, 
                {"params", serializedMethodParams} 
            }; 
 
            if(CreateInvocation(out var invocationID, out var task)) 
                _client.NetworkProcessor.SendAction("request:device_invoke_method", 
data, invocationID); 
 
            return await task; 
        } 
 
        public async Task<object> InvokeHostMethod(string method, IEnumerable<JToken> 
serializedMethodParams) 
        { 
            var data = new Dictionary<string, object> 
            { 
                {"method", method}, 
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                {"params", serializedMethodParams} 
            }; 
 
            if(CreateInvocation(out var invocationID, out var task)) 
                _client.NetworkProcessor.SendAction("request:host_invoke_method", data, 
invocationID); 
             
            return await task; 
        } 
    } 
}

ClientMessageProcessor.cs

using System; 
using System.Linq; 
using IOT.Common; 
using Newtonsoft.Json; 
using Newtonsoft.Json.Linq; 
using ZeroMQ; 
 
namespace IOT.Client 
{ 
    internal class ClientMessageProcessor : AbstractMessageProcessor<JObject> 
    { 
        private const string TAG = "ClientMessageProcessor"; 
        private readonly Client _client; 
 
        public ClientMessageProcessor(Client client) 
        { 
            _client = client; 
        } 
         
        public void HandleMessage(ZMessage message) 
        { 
            var content = message[0].ReadString(); 
            var json = JObject.Parse(content); 
            if (json != null) 
                PutMessage(json); 
        } 
 
        protected override void ProcessMessage(JObject message) 
        { 
            var action = (string) message["action"]; 
            var data = message["data"]; 
            var invocationID = (ulong?) message["invocation_id"]; 
             
            switch (action.ToLower()) 
            { 
                case "result:invoke_method": 
                    if(invocationID != null) 
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                        ResultInvokeMethod(data, invocationID.Value); 
                    else 
                        Logger.Log("action is result:invoke_method, but invocation_id 
not present"); 
                    break; 
                case "device_event": 
                    ProcessDeviceEvent(data); 
                    break; 
                default: 
                    Logger.Log($"[{TAG}] unrecognized action '{action}'"); 
                    break; 
            } 
        } 
   
        private void ResultInvokeMethod(JToken data, ulong invocationID) 
        { 
            var status = (string) data["status"]; 
             
            switch (status) 
            { 
                case "success": 
                    var result = (object) data["result"]; 
                    _client.InvocationManager.ProcessInvocationResult(invocationID, 
result); 
                    break; 
                case "failure": 
                    var error = (string) data["error"]; 
                    _client.InvocationManager.ProcessInvocationError(invocationID, 
error); 
                    break; 
                default: 
                    Logger.Log($"unknown type of invocation result: {status}"); 
                    break; 
            } 
        } 
 
        private void ProcessDeviceEvent(JToken data) 
        { 
            var platform = (string) data["platform"]; 
            var deviceID = (string) data["device_id"]; 
            var eventName = (string) data["event"]; 
            var eventParams = data["params"].ToList(); 
 
            _client.EventDispatcher.ProcessEvent(platform, deviceID, eventName, 
eventParams); 
        } 
    } 
} 
 
 
 
 

 ClientNetworkProcessor.cs 

 
using System; 
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using System.Text; 
using IOT.Common; 
using ZeroMQ; 
 
namespace IOT.Client 
{ 
    internal class ClientNetworkProcessor : AbstractNetworkProcessor 
    { 
        private readonly string _identity; 
        private Client _client; 
         
        public ClientNetworkProcessor(Client client, string address, string identity) 
            : base(address) 
        { 
            _client = client; 
            _identity = identity; 
        } 
 
        protected override ZSocket SocketInitialization(ZContext context, string 
address) 
        { 
            var socket = new ZSocket(context, ZSocketType.DEALER); 
            socket.Identity = Encoding.UTF8.GetBytes(_identity); 
            socket.ReceiveTimeout = TimeSpan.FromMilliseconds(10); 
            socket.Connect(address); 
            return socket; 
        } 
 
        protected override void HandleMessage(ZMessage message) 
        { 
            _client.Dispatcher.HandleMessage(message); 
        } 
    } 
} 

DataChannel.cs

using System; 
using System.Collections.Concurrent; 
using System.Linq; 
using System.Timers; 
using IOT.Common; 
using IOT.Common.DataTypes; 
using ZeroMQ; 
 
namespace IOT.Client 
{ 
    public class DataChannel : AbstractNetworkProcessor 
    {        
        private readonly BlockingCollection<ZMessage> _incomingMessageQueue = new 
BlockingCollection<ZMessage>(); 
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        private DateTime _lastPingTime = DateTime.UtcNow; 
        private Timer _pingTimer = new Timer(2000); 
         
        internal DataChannel(Client client, DataChannelDescription 
dataChannelDescription) 
            : base($"tcp://{client.HostIP}:{dataChannelDescription.Port}") 
        { 
            _pingTimer.Elapsed += OnSendPingTimerEvent; 
            _pingTimer.AutoReset = true; 
            _pingTimer.Enabled = true; 
        } 
 
        protected override ZSocket SocketInitialization(ZContext context, string 
address) 
        { 
            var socket = new ZSocket(context, ZSocketType.PAIR); 
            socket.ReceiveTimeout = TimeSpan.FromMilliseconds(10); 
            socket.Linger = TimeSpan.Zero; 
            socket.Connect(address); 
            return socket; 
        } 
 
        protected override void HandleMessage(ZMessage message) 
        { 
            if(message.PopString() == "ping") 
                _lastPingTime = DateTime.UtcNow; 
            else 
                _incomingMessageQueue.Add(message.Duplicate()); 
        } 
 
        public ZMessage TakeMessage() 
        { 
            var message = _incomingMessageQueue.Take(); 
            return message; 
        } 
 
        public bool IsActive(TimeSpan threshold) 
        { 
            return DateTime.UtcNow - _lastPingTime < threshold; 
        } 
 
        private void OnSendPingTimerEvent(object sender, ElapsedEventArgs args) 
        { 
            SendMessage("ping"); 
        } 
    } 
}
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Device.cs

using System; 
using System.Collections.Generic; 
using System.Linq; 
using System.Threading.Tasks; 
using IOT.Common; 
using Newtonsoft.Json.Linq; 
 
namespace IOT.Client 
{ 
    public class Device 
    { 
        private readonly Client _client; 
        private readonly DeviceDescription _description; 
        private readonly DeviceData _deviceData; 
 
        public string Platform => _deviceData.Platform; 
        public string Type => _deviceData.Type; 
        public string ID => _deviceData.ID; 
        public string Name => _deviceData.Name; 
         
        internal Device(Client client, DeviceDescription description, DeviceData 
deviceData) 
        { 
            _client = client; 
            _description = description; 
            _deviceData = deviceData; 
        } 
 
        public async Task<object> InvokeMethod(string method, 
IReadOnlyCollection<object> valueParams) 
        { 
            var methodDescription = _description.Methods[method]; 
            if (valueParams == null && methodDescription.ParamTypes.Count != 0) 
                throw new ArgumentException($"params array is null, but expected 
{methodDescription.ParamTypes.Count} params"); 
            if(valueParams != null && methodDescription.ParamTypes.Count != 
valueParams.Count) 
                throw  new ArgumentException($"got {valueParams.Count} params, but 
expected {methodDescription.ParamTypes.Count} params"); 
             
            List<JToken> serializedParams = new List<JToken>(); 
             
            if(valueParams != null) 
                foreach (var (value, type) in 
valueParams.Zip(methodDescription.ParamTypes, (value, type) => (value, type))) 
                    serializedParams.Add(type.Converter.ValueToJson(value)); 
             
            JToken result = (JToken)await 
_client.InvocationManager.InvokeDeviceMethod(_deviceData.Platform, _deviceData.ID, 
method, 
                serializedParams); 
            return methodDescription.ResultConverter.JsonToValue(result); 
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        } 
 
        public void SubscribeEvent(string eventName, Action<Device, string, object[]> 
callback) 
        { 
            _client.EventDispatcher.SubscribeEvent(this, eventName, callback); 
        } 
 
        public void SubscribeEvent(string eventName, Action<object[]> callback) 
        { 
            SubscribeEvent(eventName, (d, e, a) => callback.Invoke(a)); 
        } 
         
        public void SubscribeEvent(string eventName, Action callback) 
        { 
            SubscribeEvent(eventName, (d, e, a) => { callback.Invoke(); }); 
        } 
 
        public void SubscribeEvent(string eventName, Func<Device, string, object[], 
Task> callback) 
        { 
            SubscribeEvent(eventName, (d, e, a) => callback.Invoke(d, e, a).Wait()); 
        } 
 
        public void SubscribeEvent(string eventName, Func<Task> callback) 
        { 
            SubscribeEvent(eventName, (d, e, a) => callback.Invoke().Wait()); 
        } 
 
        public object GetProp(string prop) 
        { 
            var propDescription = _description.Props.First(desc => desc.Name == prop); 
            if(propDescription == null) 
                throw new IOTException($"no prop '{prop}' in device 
'{Platform}:{Type}'"); 
            return _deviceData.Props.TryGetValue(prop, out var result) ? result : null; 
        } 
    } 
} 

EventDispatcher.cs

using System; 
using System.Collections.Generic; 
using System.Diagnostics.Eventing.Reader; 
using System.Linq; 
using System.Threading; 
using IOT.Common; 
using Newtonsoft.Json.Linq; 
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namespace IOT.Client 
{   
    public class EventDispatcher 
    { 
        private readonly Client _client; 
        private readonly List<EventRecord> _eventRecords = new List<EventRecord>(); 
         
        private class EventRecord 
        { 
            public Device Device; 
            public string EventName; 
            public Action<Device, string, object[]> Callback; 
 
            public EventRecord(Device device, string eventName, Action<Device, string, 
object[]> callback) 
            { 
                Device = device; 
                EventName = eventName; 
                Callback = callback; 
            } 
        } 
 
        public EventDispatcher(Client client) 
        { 
            _client = client; 
        } 
         
        public void SubscribeEvent(Device device, string eventName, Action<Device, 
string, object[]> callback) 
        { 
            var deviceDescription = _client.GetDeviceDescription(device.Platform, 
device.Type); 
            if(deviceDescription == null) 
                throw new IOTException($"description not found for device type 
{device.Platform}:{device.Type}"); 
 
            var eventDescription = deviceDescription.Events.First(e => e.Name == 
eventName); 
            if(eventDescription == null) 
                throw new IOTException($"no event {eventName} found in device type 
{device.Platform}:{device.Type}"); 
             
            lock (_eventRecords) 
            { 
                if (_eventRecords.Exists(r => r.Device.Platform == device.Platform && 
r.Device.ID == device.ID && r.EventName == eventName && r.Callback == callback)) 
                    return; 
 
                var eventRecord = new EventRecord(device, eventName, callback); 
                _eventRecords.Add(eventRecord); 
            } 
        } 
 
        public void UnsubscribeEvent(Device device, string eventName, Action<Device, 
string, object[]> callback) 



71

        { 
            int removed; 
            lock (_eventRecords) 
                removed = _eventRecords.RemoveAll(r => r.Device.Platform == 
device.Platform && r.Device.ID == device.ID && r.EventName == eventName 
&& r.Callback == callback); 
            if(removed > 0) 
                Logger.Log($"removed {removed} records"); 
        } 
 
        public void UnsubscribeAll(Device device) 
        { 
            lock (_eventRecords) 
                _eventRecords.RemoveAll(r => r.Device.Platform == device.Platform && 
r.Device.ID == device.ID); 
        } 
 
        internal void ProcessEvent(string platform, string deviceID, string eventName, 
ICollection<JToken> serializedEventParams) 
        { 
            List<EventRecord> matched; 
            lock (_eventRecords) 
                matched = _eventRecords.FindAll(r => 
                    r.Device.Platform == platform && r.Device.ID == deviceID && 
r.EventName == eventName); 
            foreach (var eventRecord in matched) 
            { 
                ThreadPool.QueueUserWorkItem(state => 
eventRecord.Callback.Invoke(eventRecord.Device, eventName, new object[]{})); 
            } 
        } 
    } 
}


