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INTRODUCTION 

Actuality 

Major technologies for virtual private networks (VPNs) are used today on 

the Internet. The VPN market has changed significantly in the past ten years as 

the Internet has grown and as vastly more companies have come to rely on the 

Internet for communications. The landscape of VPN products and services 

offered by a wide variety of vendors continues to evolve. This has caused 

companies whose networks need protection to become confused about what is 

and is not a VPN, and the features of the different VPN systems that are being 

offered to them.  

At the recent time VPN also has been using by casual users due to access 

to their remote computers by Internet, telework from home, etc.  

But setup of VPN service may be difficult for non-IT specialist, and, if 

VPN service setup on the home computer, there is a concern to find Internet IP-

address of home computer to connect. This problem is solved by various 

services, like No-IP.org [6], mydns.com [21]. These services are needed install 

program on home computer, which analyses a Internet IP-address of computer 

and send it to service.  

We present a Vaas (VPN as a Service) system in my research work.  This 

system provides a ―cloud‖ service, which allows users simply connect their 

devices in Virtual private network to access from one device to another. Thus, 

the goal of my research work is developing VPNaaS system. 

Research goal and objectives 

The goal for this research that we want to prove the advantage from using 

the VPN technology to help users and solve some problems they was facing its 

in anther servers. 

Due to achieve this goal I need to solve the following tasks: 

1) analyze recent VPN implementations; 

2) define requirements; 

3) design architecture of system. 
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Structure of the thesis 

The thesis consists of four chapters, introduction, conclusion and 

reference list. In the first chapter, the problem statement is represented, as well 

as the description. 

In chapter two, there is a description of functional requirements, circuit 

diagram, use case diagram, deployment diagram, and scheme of database and 

development of the interface of the web-server and entity diagram and codes. 

In chapter three, we show preparation for the implementation, the system 

VPN and what all thesis implementation   

Chapter Four is devoted to the testing of the application, the used methods 

of testing table forms of the application. 

This thesis has 36 pages, and the list of references contains 22 resources. 
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1. THEORY 

 The analysis of the subject area 

 The problem statement  

Virtual private network (VPN): A virtual private network (VPN) is a 

technology that creates an encrypted connection over a less secure network   

(see fig.1), The benefit of using a VPN is that it ensures the appropriate level of 

security to the connected systems when the underlying network infrastructure 

alone cannot provide it [11]. The justification for using a VPN instead of a 

private network usually boils down to cost and feasibility: It is either not 

feasible to have a private network (e.g., for a traveling sales rep) or it is too 

costly to do so. The most common types of VPNs are remote-access VPNs and 

site-to-site VPNs. 

A VPN alone is just a way to bolster your security and access resources 

on a network you're not physically connected to. What you choose to do with a 

VPN is a different story. Usually, VPN users fall into a few separate categories. 

This person has responsibilities to attend to, and uses a VPN provided by 

their school or company to access resources on their network when they're at 

home or traveling. In most cases, this person already has a free VPN service 

provided to them, so they're not exactly shopping around. Also, if they're 

worried about security, they can always fire up their VPN when using airport or 

cafe Wi-Fi to ensure no one's snooping on their connection. 

1.1.  The aims of VaaS (VPN as a Service) system 

1. The Admin can create new project to Control the VPN –servers 

automatically.  

2. Control of devices (by accounts) The User can control accounts for all 

devices that can be connected with the VPN server. 

3. User management can automatically register on the web-service and 

control his devices' accounts and login inside the server in any time because his 

information will saved in DB. 
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4. Billing (by traffic) The Admin can control the consumption of resourc

es used by VPN-servers (computing resources, network resources, network 

references, etc.) and Web-service and any web-market.   

1.2.  VPN Systems 

A virtual private network (VPN) is a private data network that makes use 

of the public telecommunication infrastructure, maintaining privacy through the 

use of a tunneling protocol and security procedures (See fig. 1). 

 

 

Fig. 1. How VPN system works 

 

A virtual private network can be contrasted with a system of owned or 

leased lines that can only be used by one company. The main purpose of a VPN 

is to give the company the same capabilities as private leased lines at much 

lower cost by using the shared public infrastructure. Phone companies have 

provided private shared resources for voice messages for over a decade. A 

virtual private network makes it possible to have the same protected sharing of 

public resources for data. Companies today are looking at using a private virtual 

network for both extranets and wide-area intranets. This document describes 

three important VPN technologies: trusted VPNs, secure VPNs, and hybrid 

VPNs. It is important to note that secure VPNs and trusted VPNs are not 

technically related, and can co-exist in a single service package. Before the 

Internet became nearly universal, a virtual private network consisted of one or 

more circuits leased from a communications provider [16]. 
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Each leased circuit acted like a single wire in a network that was 

controlled by customer. The communications vendor would sometimes also help 

manage the customer’s network, but the basic idea was that a customer could 

use these leased circuits in the same way that they used physical cables in their 

local network. 

The privacy afforded by these legacy VPNs was only that the 

communications provider assured the customer that no one else would use the 

same circuit. A leased circuit ran through one or more communications 

switches, any of which could be compromised by someone wanting to observe 

the network traffic. The VPN customer trusted the VPN provider to maintain the 

integrity of the circuits and to use the best available business practices to avoid 

snooping of the network traffic. Thus, these are called trusted VPNs. 

As the Internet became more popular as a corporate communications 

medium, security became much more of a pressing issue for both customers and 

providers. Seeing that trusted VPNs offered no real security, vendors started to 

create protocols that would allow traffic to be encrypted at the edge of one 

network or at the originating computer, moved over the Internet like any other 

data, and then decrypted when it reached the corporate network or a receiving 

computer. This encrypted traffic acts like it is in a tunnel between the two 

networks: even if an attacker can see the traffic, they cannot read it, and they 

cannot change the traffic without the changes being seen by the receiving party 

and therefore rejected. Networks that are constructed using encryption are called 

secure VPNs [19]. 

More recently, service providers have begun to offer a new type of trusted 

VPNs, this time using the Internet instead of the raw telephone system as the 

substrate for communications. These new trusted VPNs still do not offer 

security, but they give customers a way to easily create network segments for 

wide area networks (WANs). In addition, trusted VPN segments can be 

controlled from a single place, and often come with guaranteed quality-of-

service (QoS) from the provider. A secure VPN can be run as part of a trusted 
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VPN, creating a third type of VPN that is very new on the market: hybrid VPNs. 

The secure parts of a hybrid VPN might be controlled by the customer (such as 

by using secure VPN equipment on their sites) or by the same provider that 

provides the trusted part of the hybrid VPN. Sometimes an entire hybrid VPN is 

secured with the secure VPN, but more commonly, only a part of a hybrid VPN 

is secure. 

1.2.1. (VPN) A virtual private network 

 Is a technology that creates an encrypted connection over a less secure 

network? The benefit of using a VPN is that it ensures the appropriate level of 

security to the connected systems when the underlying network infrastructure 

alone cannot provide it. The justification for using a VPN instead of a private 

network usually boils down to cost and feasibility: It is either not feasible to 

have a private network (e.g., for a traveling sales rep) or it is too costly to do so. 

The most common types of VPNs are remote-access VPNs and site-to-site 

VPNs. 

A remote-access VPN uses a public telecommunication infrastructure like 

the Internet to provide remote users secure access to their organization's 

network. A VPN client on the remote user's computer or mobile device connects 

to a VPN gateway on the organization's network, which typically requires the 

device to authenticate its identity, then creates a network link back to the device 

that allows it to reach internal network resources (e.g., file servers, printers, 

intranets) as though it was on that network locally. A remote-access VPN 

usually relies on either IPsec or SSL to secure the connection, although SSL 

VPNs are often focused on supplying secure access to a single application rather 

than to the whole internal network. Some VPNs provide Layer 2 access to the 

target network; these require a tunneling protocol like PPTP or L2TP running 

across the base IPsec connection.  

A site-to-site VPN uses a gateway device to connect the entire network in 

one location to the network in another, usually a small branch connecting to a 

data center. End-node devices in the remote location do not need VPN clients 
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because the gateway handles the connection. Most site-to-site VPNs connecting 

over the Internet use IPsec. It is also common to use carrier MPLS clouds rather 

than the public Internet as the transport for site VPNs. Here, too, it is possible to 

have either Layer 3 connectivity (MPLS IP VPN) or Layer 2 (Virtual Private 

LAN Service, or VPLS) running across the base transport.  

VPNs can also be defined between specific computers, typically servers in 

separate data centers, when security requirements for their exchanges exceed 

what the enterprise network can deliver. Increasingly, enterprises also use VPNs 

in either remote-access mode or site-to-site mode to connect (or connect to) 

resources in a public infrastructure as a service environment. Newer hybrid-

access scenarios put the VPN gateway itself in the cloud, with a secure link from 

the cloud service provider into the internal network. 

1.2.2. Common VPN Problems 

VPN problems typically fall into the following categories: 

1) connection attempt is accepted when it should be rejected; 

2) unable to reach locations beyond the VPN server; 

3) unable to establish a tunnel. 

Use the following troubleshooting tips to isolate the configuration or infra

structure problem causing the stated VPN problem [13]. 

Connection attempt is rejected when it should be accepted: 

1)  using the Ping command, verify that the host name or IP address of 

the VPN server is reachable. If a host name is being used, verify that the host 

name is resolved to its correct IP address. If the ping is not successful, packet 

filtering might be preventing the delivery of ICMP messages to or from the VPN 

server; 

2)  verify that the Routing and Remote Access service is running on the 

VPN server; 

3) for remote access VPN connections, verify that the VPN server is 

enabled for remote access. For router-to-router VPN connections, verify that the 

VPN server is enabled for demand-dial routing; 



 

14 

4) for remote access VPN connections, verify that the PPTP and L2TP 

ports are enabled for inbound remote access. For router-to-router VPN 

connections, verify that the PPTP and L2TP ports are enabled for inbound and 

outbound demand-dial connections; 

5) verify that the VPN client and the VPN server in conjunction with a 

remote access policy are configured to use at least one common authentication 

method; 

6) verify that the VPN client and the VPN server in conjunction with a 

remote access policy are configured to use at least one common encryption 

method; 

7) verify that the parameters of the connection have permission through 

remote access policies. 

1.3.  L2TP 

The L2TP (Layer 2 tunneling protocol) is often used by ISPs when 

internet service over for example (ADSL) or cable is being resold. From the end 

user, packets travel over a wholesale network service provider's network to a 

server called a Broadband Remote Access Server (BRAS), a protocol converter 

and router combined. On legacy networks the path from end user customer 

premises' equipment to the BRAS may be over an ATM network. From there on, 

over an IP network, an L2TP tunnel runs from the BRAS (acting as LAC) to 

LNS which is an edge router at the boundary of the ultimate destination ISP's IP 

network; it does not provide any encryption or confidentiality by itself. Rather, it 

relies on an encryption protocol that it passes within the tunnel to provide 

privacy [9], and also it's provides additional security features, improved 

encapsulation, and the ability to carry data links other than simply (for example: 

Frame Relay, Ethernet, ATM, etc.).  

1.4.  PPTP 

The PPTP (Point-to-Point Tunneling Protocol) is a method for 

implementing virtual private networks. PPTP uses a control channel over TCP 

and a GRE tunnel operating to encapsulate PPP packets. 
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The PPTP specification does not describe encryption or authentication 

features and relies on the Point-to-Point Protocol being tunneled to implement 

security functionality. However, the most common PPTP implementation 

shipping with the Microsoft Windows product families’ implements various 

levels of authentication and encryption natively as standard features of the 

Windows PPTP stacks. The intended use of this protocol is to provide security 

levels and remote access levels comparable with typical VPN products. 

A specification for PPTP was published in July 1999 as RFC 2637 and 

was developed by a vendor consortium formed by Microsoft, Ascend 

Communications (today part of Alcatel-Lucent), 3Com, and others. PPTP has 

not been proposed nor ratified as a standard by the Internet Engineering Task 

Force [18]. 

1.5.  IPSEC 

 The IPsec (Internet Protocol Security) is a protocol suite for securing 

Internet Protocol (IP) communications by authenticating and encrypting each IP 

packet of a communication session. IPsec includes protocols for establishing 

mutual authentication between agents at the beginning of the session and 

negotiation of cryptographic keys to be used during the session. IPsec can be 

used in protecting data flows between a pair of hosts (host-to-host), between a 

pair of security gateways (network-to-network), or between a security gateway 

and a host (network-to-host). 

Internet Protocol security (IPsec) uses cryptographic security services to 

protect communications over Internet Protocol (IP) networks. IPsec supports 

network-level peer authentication, data origin authentication, data integrity, and 

data confidentiality (encryption), and replay protection. 

IPsec is an end-to-end security scheme operating in the Internet Layer of 

the Internet Protocol Suite, while some other Internet security systems in 

widespread use, such as Transport Layer Security (TLS) and Secure Shell 

(SSH), operate in the upper layers at Application layer. Hence, only IPsec 

protects any application traffic over an IP network. IPsec can automatically 
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secure applications at the IP layer, the Software IP Encryption protocol swipe 

(protocol) was researched at Columbia University and AT&T Bell Labs by John 

Ioannidis and others, IPsec is officially standardized by the Internet Engineering 

Task Force (IETF) in a series of Request for Comments documents addressing 

various components and extensions. It specifies the spelling of the protocol 

name to be IPsec [7]. 

Conclusion 

I preferred PPTP technology after analyze a VPN Technologies as root 

technology for my system by following reasons [4]: 

1) PPTP client is available on almost all OS: desktop, servers, mobile; 

2) PPTP is simple protocol for learning and work; 

3) PPTP works by TCP ports and can works behind the NAT. 

1.6.  LDAP server 

LDAP (Lightweight Directory Access Protocol) is an Internet protocol 

that email and other programs use to look up information from a server. LDAP 

is mostly used by medium-to-large organizations. If you belong to one that has 

an LDAP server, you can use it to look up contact info and the like. Otherwise, 

if you were just wondering about this acronym, you probably don't need it. But 

feel free to read on to learn the story of this bit of Internet plumbing [22]. 

LDAP was designed at the University of Michigan to adapt a complex 

enterprise directory system (called X.500) to the modern Internet. X.500 is too 

complex to support on desktops and over the Internet, so LDAP was created to 

provide this service "for the rest of us". 

As a protocol, LDAP does not define how programs work on either the 

client or server side. It defines the "language" used for client programs to talk to 

servers (and servers to servers, too). On the client side, a client may be an email 

program, a printer browser, or an address book, LDAP is based on a simpler 

subset of the standards contained within the X.500 standard. Because of this 

relationship, LDAP is sometimes called X.500-lite [2]. 
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2. DESIGN 

In this chapter we will talk about the design of our web-service. We show 

the diagrams that are used to present the requirements and logic of our web-

service: Use case diagram, Component diagram. 

UML 

The Unified Modeling Language (UML) is a general-purpose, 

developmental, modeling language in the field of software engineering that is 

intended to provide a standard way to visualize the design of a system. 

UML was originally motivated by the desire to standardize the disparate 

notational systems and approaches to software design developed by Grady 

Booch, Ivar Jacobson and James Rumbaing at Rational Software in 1994–95, 

with further development led by them through 1996. 

In 1997 UML was adopted as a standard by the Object Management 

Group (OMG), and has been managed by this organization ever since. In 2005 

the Unified Modeling Language was also published by the International 

Organization for Standardization (ISO) as an approved ISO standard. Since then 

it has been periodically revised to cover the latest revision of UML [20]. 

2.1.  Use Case 

In this diagram (presented in fig. 2) we describe how the operations will 

done inside the server and describe every actor what we will do and the 

connecting between them to working together, at first we have the (User) act 

that he will login to the system using the user name and password to start 

his work (add account, delete account, edit account or link the account with 

project), the second act (Administrator) does Billing that mean he control for 

(add project, delete project, get statistic or get information about VPN) and also 

control on the system and on the users and arrange the operations in the server to 

pass the traffic, the third act (guest) can login to the system by device using 

(user name and password) that mean he have authorized access to login inside 

the system,  at last we have the act (VPN) that is link with the(Administer) to get 
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and send  information [10], all of these actors working together inside the 

system to lets server easy and available for all. 

 

  

Fig. 2. Use case diagram 
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2.2.  Components diagram 

This diagram (Is presented in fig. 3) describe the relation inside the mean 

server and what relation between all parts in it. The Web server have the mean 

page when the user login and do his work and the LDAP server working like a 

storage for All information for users and the VPN server is responsible for allow 

how login the server or not and the DB have all the tables that we need it in the 

server [1]. 

 

Fig. 3. Deployment diagram 
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3. IMPLEMENTATION  

In this chapter I will talking and describe about the DB and code that I 

used it to design the web-server and the tables and I will add some photos for 

this DB and the codes. 

Database 

A database is an organized collection of data. It is the collection of 

schemas, tables, queries, reports, views and other objects. The data are typically 

organized to model aspects of reality in a way that supports processes requiring 

information, such as modeling the availability of rooms in hotels in a way that 

supports finding a hotel with vacancies [3]. 

3.1.  Database 

In the data base we have four tables. The table (Users) contain all 

information about users and just how can login the server, the table (Account) 

have information for all device that connecting in the server and the users use 

its, the table (Logs) have information how can login the server and what he will 

do, the table (Project) have information and description for users.  

3.1.1. Tables  

I designed (5 tables) use it in my project to connect with the Web-server 

to save and store all information we need it [12]. 

The first table (Account) have 4 columns: id, user-id, login, password the 

id refer to each user can login to the sever and work on it, the user-id refer to the 

users id, the login refer to the name that the user use it to login to the server, 

password also the user use it to login to the server, Is presented in Table 1. 

Table 1.  Account table 

Field's name Type Attributes 

Id INT PRIMARY KEY 

User_id INT NOT NULL 

Login VARCHAR(20) NOT NULL 

Password VARCHAR(20) NOT NULL 

https://en.wikipedia.org/wiki/Data_(computing)
https://en.wikipedia.org/wiki/Table_(database)
https://en.wikipedia.org/wiki/Query_language
https://en.wikipedia.org/wiki/View_(SQL)
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In the second table (Logs) have 5 columns: id, Who, What, change, time-

tamp the id refer to the id for login to the server, the Who refer to the user who 

login to the server, the What refer to the order the user did it, change refer to the 

new orders if the user change it, the time-tamp refer to the time when the user 

login the server and did his work. It's presented in table 2.  

Table 2.  Logs table 

Field's name Type Attributes 

Id INT PRIMARY KEY 

WHO VARCHAR(50) NOT NULL 

What VARCHAR(50) NOT NULL 

Change VARCHAR(50) NOT NULL 

Time-tamp VARCHAR(50) NOT NULL 

 

The third table (users) have 4 columns: id, name, login, password) the id 

refer to users id who login inside the server, the name refer to the real name for 

use who use the server, the login refer to the login name that user use it to login 

to sever, password also to login to the server. It's presented in table 3. 

Table 3.  Users table 

Field's name Type Attributes 

Id INT PRIMARY KEY 

Name VARCHAR(50) NOT NULL 

Field's name Type Attributes 

Login VARCHAR(20) NOT NULL 

Password VARCHAR(32) NOT NULL 

 

The fourth table (project) have 5 columns: Id, name, IP, Port, 

Description the id refer to users id who login inside the server, the name refer to 

the real name for use who use the server, IP and Port refer to the IP Address 
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in the server, Port description refer to the word that user did it in the system or 

server. It's presented in table 4. 

Table 4.  Project table  

Field's name Type Attributes 

Id INT PRIMARY KEY 

Name VARCHAR(32) NOT NULL 

IP INT NOT NULL 

Port VARCHAR(32) NOT NULL 

Description VARCHAR(50) NOT NULL 

 

3.2.  DB Schema 

In the next figure we describe the (DB Schema) and the relations connect 

between the tables and which one (primary key) and which one (foreign key) 

and describe the type for all columns, I used the (phpMyAdmin site) to design 

the DB servers Within the relational model the final step above can generally be 

broken down into two further steps, that of determining the grouping of 

information within the system, generally determining what are the basic objects 

about which information is being stored [17]. It's presented in fig. 4. 

Fig. 4. DB Schema 
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3.3.   Sequence diagram   

In this figure we describe how our system working [15], in this diagram 

we have fife time lines (User, Device, Web-Server, ALDP, VPN) all of them 

time liens working together inside the server, at first the user go by the user time 

line to add new account how want to login to the server, the user time line will 

send the full information to the Web-server time line to create account and this 

time line send it to the ALDP server time line to check it and send replay the 

answer allows to Web-server time line, after that the user will connect by Device 

time line and send signal to the VPN time line to check it is this information was 

register in the LDAP server or not and is the account authorized to login to the 

server, after that the VPN time line will send request  to the ALDP time line and 

waiting the response to send agreement connect to the user to start working and 

send date to VPN time line by the Device time line, all these operation will done 

inside the server in micro seconds and under control the Administration. It's 

presented in fig. 5. 

Fig. 5. How our system works 
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3.4.  Adding new Project 

In this figure we describe how our system working to create project. In the 

diagram we have fife time line (user, admin, service, docker, instance) at first 

the Admin go to create new project to send information to the service and the 

service send it to the Docker to create instance to manage the VPN and send the 

Answer for create the new project, After that The User sending information to 

launch  account with project to the Service and waiting the approval, After 

getting the approval the User will connect by Devise with the Instance cause it 

the manager for VPN and continuo working. It's presented in fig. 6. 

 

Fig. 6. Adding new Project 
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3.5.  PHP Language 

PHP is a server-side scripting language designed for web development but 

also used as a general-purpose programming language. Originally created by 

Rasmus Lerdorf in 1994, the PHP reference implementation is now produced by 

The PHP Group. 

PHP originally stood for Personal Home Page, but it now stands for the 

recursive backronym PHP: Hypertext Preprocessor. 

PHP code may be embedded into HTML code, or it can be used in 

combination with various web template systems, web content management 

system and web frameworks. A PHP interpreter implemented as a module in the 

web server or as a Common Gateway Interface (CGI) executable usually 

processes PHP code. The web server combines the results of the interpreted and 

executed PHP code, which may be any type of data, including images, with the 

generated web page. PHP code may also be executed with a command-line 

interface (CLI) and can be used to implement standalone graphical applications 

[14]. 

The standard PHP interpreter, powered by the Zend Engine, is free 

software released under the PHP License. PHP has been widely ported and can 

be deployed on most web servers on almost every operating system and 

platform, free of charge. 

The PHP language evolved without a written formal specification or 

standard until 2014, leaving the canonical PHP interpreter as a de facto standard. 

Since 2014 work has gone on to create a formal PHP specification. 

3.6. Docker 

Docker is a technology allows you to package an application with all of its 

dependencies into a standardized unit for software development [5]. 

When your app is in Docker containers, you don’t have to worry about 

setting up and maintaining different environments or different tooling for each 

language. Focus on creating new features, fixing issues and shipping software. 
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Docker containers wrap up a piece of software in a complete file system 

that contains everything it needs to run: code, runtime, system tools, and system 

libraries–anything you can install on a server. This guarantees that it will always 

run the same, regardless of the environment it is running in. 

Containers running on a single machine all share the same operating 

system kernel so they start instantly and make more efficient use of RAM. 

Images are constructed from layered file systems so they can share common 

files, making disk usage and image downloads much more efficient. 

Docker containers are based on open standards allowing containers to run 

on all major Linux distributions and Microsoft operating systems with support 

for every infrastructure. 

Containers isolate applications from each other and the underlying 

infrastructure while providing an added layer of protection for the application. 

3.7.  Codes 

In codes I used PHP and HTML as languages to design my web-server 

because it's easy to learn and it's good to link with internet and uses simples' 

interfaces [8].  

3.7.1. Login page codes  

In next figure some code I used it by PHP and HTML to design the first 

page in the web-server (login page) that user use it to login the username and 

password, it's presented in fig. 7. 

<html> 

<style type="text/css">  

form{ 

margin-left:50px;  

margin-top:200px;  

}  

</style>  

<body background="2.jpg">  

<form action ="log.php" method="POST">  

<H1 align="left">Username:</H1><input type="text" name="user"/>  

<H1 align="left">Password:</H1><input type="password" name="pass"/>  

<br /><br>  

<br /><br>  

<input type="submit" value="login"/> 

<divid="register"><h2><ul><a href="http://localhost/register.php">register</ul></h2></div> 

</form></body> </html> 

Fig. 7. The login page code 
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3.7.2. Register page codes 

In next figure some code I used it by PHP and HTML to design the 

second page in the web-server (register page) that the user uses it to add 

information to create new account to login in to the server, it's presented in 

fig. 8.  

<html> 

<style type="text/css">  

form{  

margin-left:50px;margin-top:100px;;} 

</style>  

<body background="2.jpg">  

<form action ="reg.php" method="POST">  

<H1>Username:</H1><input type="text" name="user"/>  

<H1>login name:</H1><input type="password" name="pass"/>  

<H1>Password:</H1><input type="password" name="pass"/>  

<H1>e_mail:</H1><input type="text" name="pass"/>  

<br /><br>  

<input type="submit" value="save"/>  

</form>  

</body>  

</html> 

Fig. 8. The register page code 

 

3.7.3. Main page codes 

In this figure the code for the main page when the user writes the user 

name and password he will transfer automatically to this page, this code present 

in fig. 9.  

<html> 

<style type="text/css">form{ margin-left:50px;margin-top:100px;;} 

</style> <body background="2.jpg"> 

 $result = mysql_query($query); 

    $num = mysql_num_rows($result); 

    echo '<table>';   echo '<tr>';echo '<td>Order</td>'; echo '<td>Desription</td>';echo '<td>Login</td>'; 

  echo '<td>Password</td>'; echo '<td>Project</td>'; 

 echo '/<tr>'; 

    for ($i = 0; $i < $num; $i++){$row = mysql_fetch_array($result); 

        $id = $row['id']; $description = $row['descrtiption']; 

        $login = $row['login']; 

  $pass = $row['password']; 

  $project = $row['name']; 

        $class = (($i % 2) == 0) ? "table_odd_row" : "table_even_row"; 

    echo "<td class=" . $class . ">$project</td>"; 

   // add the buttons  

        echo "</tr>";   } 

    echo '</table>';mysql_close($dbhandle); ?></body></html> 

Fig. 9. The main page code 
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3.8. Web-server interface  

3.8.1. Login page interface  

The next figure show the first page interface in the web-server (login 

page), the user who have want to login to server will write the user name and 

password the server will check the information is it right the user will login to 

the server and go to the main page automatically, but is it no correct that mean 

he doesn’t register before the server will show massage say that is the 

information not correct, if he is new user will go the bottom (register) to add the 

information and create new account to login inside the server and connect with 

the VPN server, If the user lost his password the permission to see the page for 

recovering of his password with the Administer, all these operation its under 

control by the Administer and this interface its fixable by designer for updating 

to be Fit and in line with the development in the field of modern web design, 

and in the future I will working to develop the server and the system and the 

interface to add for objects and more information and adding new security codes 

or add new bottom for login, it's presented in fig. 10. 

Fig. 10.  Login page interface 
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3.8.2. Register page interface  

The next figure show the second page in the web-server (register page), in 

this page the user will add the information and create new account to login to 

server, all these operation its under control by the Administer and this interface 

its fixable by designer for updating to be Fit and in line with the development in 

the field of modern web design and security for users information's, its presented 

in fig. 11. 

Fig. 11.  Register page interface 

 

3.8.3. Main page interface 

         The next figure show the fourth page in the web-server (main page), in this 

page we have a table that user will use it to add the information and description 

for the project in the server, and from this page we have two bottom can use it to 

Add account or Edit account if the user or the Administer need it, Also we have 

logout bottom to logout from system, this page is for updating to be Fit and in 

line with the development in the field of modern web design and security for 

users information's, and I will working to develop this page to contain more the 

one table for more users, as showing this page have some information's just for 

example, it's presented in fig. 11. 
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Fig. 12. Main page interface 

 

3.8.4. Project page interface 

The next figure show the last page in the web-server (project page), in this 

page we have a table that Administer use it to control of projects, the Administer 

use it to add the project and all information for this project in the server in the 

project table in the DB, and in this page we have two bottom can use it for (add 

or edit) project, its presented in fig. 13. 

 Fig. 13. Project page interface 
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3.9.  Projects query 

In this chapter we need to show the table for account we need to connect 

with the DB in it we have tables (account, project) and we need to get 

information from this tables using the query in PHP, After we get the result from 

query we started to full the HTML tables from account, its  presented in fig. 14. 

SELECT 

account.id,account.description,account.login,account.password,project.name  

FROM account,members,project 

WHERE account.user_id='$uid'  

AND account.id=members.A_ID  

AND project.id=members.P_ID 

 

Fig. 14. Query code 
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4. TESTING 

The used methods of testing 

Functional system tests should be based around coverage of the 

functionality described in the requirements, but it is common for the design 

document to be used as the baseline for testing because the requirements cannot 

be related to the end product. In the worst case, system tests can become large-

scale repetitions of unit tests.  Each test of my system contains input and output 

information. Therefore, we compare the actual results and the expected results. 

Table 6. Testing 

No. Description Expected results Actual results Correct 

1 User go to the login 

page 

He should see the 

login page 

See this page Correct 

2 User write the 

username and 

password 

Write the 

information in 

fields 

Waiting to go to the 

main page 

Correct 

3 If the user name and 

password is correct 

Go to the main 

page 

Going to the main 

page 

Correct 

4 If the user name and 

password is not 

correct 

Will not Go to the 

main page 

Show massage say 

that information not 

correct 

Correct 

5 User go to the register 

page 

Should see this 

page 

See the fields in this 

page 

Correct 

6 User full the 

information to create 

new account 

Waiting to go to 

login page to login 

inside server 

Go to the login page 

to login to the server 

Correct 

7 If the user have some 

information not 

correct or did not full 

all fields 

Waiting to go to 

login page to login 

inside server 

Show massage say 

the user have in 

correct information 

Correct 
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Continuation of table 6.  

No. Description Expected results Actual results Correct 

8 User full the correct 

information to create 

new account 

User full the 

information to 

create new account 

Going to login page 

to connecting to the 

server 

Correct 

9 User finish his 

working and logout 

Logout the server Logout the server Correct 

10 If user did not save his 

work will show 

massage to asking him 

to save 

Save the 

information and 

working and logout 

Logout the server Correct 

11 Admin  can create 

new project  

Should create new 

project  

Create new project Correct 

12 User can link his 

account with the new 

project  

Create link between 

the account and the 

project  

Link the account 

with the new project 

Correct 

13 User can connect with 

the new VPN project 

by device 

Connect with the 

VPN by device 

Connect with the 

VPN by device 

Correct 

14 After working and 

save all information 

user logout the server 

Logout the server Logout the server Correct 
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CONCLUSION 

In my research thesis I working to develop the VPN service and analyze 

recent the all VPN implementation and I success, I worked to define the all 

requirements that user and Admin need it to working in the right way, I also 

worked to design the web-server to use it in my research and I did it with DB 

tables and I tested this web-service to check my working and I also success. 

The possible ways to develop my system in the future that is into: 

1) compare it with a lot of systems that working same work; 

2) moderating the VPN and get more information with analyze for it; 

3) lode balance for system because when we have many users inside the 

system in same time so we will working to divided the server to more than one 

part to keep for the quality.  
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