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AHAJIN3 CTOMKOCTHU HEKOTOPHIX KOJOBLIX KPUIITOCUCTEM,
OCHOBAHHBEBI HA PA3JIOXKEHUN KOJ0OB B IIPAMYIO CYMMY
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»KHBIN (bemepanbabil yauBepcuTert, 1. Pocros-na-/lony, Poccuitckast @emepartust
2Hayuno-uccaenoBaTeIbeKuit nHCTATYT <CHeruan3npOBAHAbIC BLIMHCINTEIHHEIE
yCTpoMCTBa 3aIUTHI U aBTOMATHUKa>, I. Poctos-na-/lony, Poccuitckas Deneparimst

CrTpouTcs MOIMHOMUAIBHBIN AJTOPUTM PA3JIOKEHNS TPOM3BOJIBHOTO JIMHEHHOTO KOJIA
C B NPAMYIO CYMMY HEPABTOKUMBIX TOJIKOIAOB ¢ TIOMAPHO HEMEPECEKAIOITNMUCST HOCUTES-
Mu. B 0CHOBE TTOCTPOEHHOTO AJTOPUTMA, JIEZKUT HAX0KIeHNE DA3MCa JTUHEITHOTO KO/IA, COCTO-
AMIEro N3 MUHUMAJIBHBIX KOJOBBIX BEKTOPOB, TO €CTh TaKHUX BEKTOPOB, HOCUTEJN KOTOPBIX
HE COIEPKATCHA B HOCUTEISIX IPYTUX KOJOBBIX BEKTOPOB ITOT0 JTUHEHHOTO Koja. Takoit 6azuc
HAXOAUTCS 33, TMOJMHOMHAJIBHOE OT JJIMHBI KOJIa dncio oneparmii. 1o maiimennomy Hazucy,
HUCHOIB3Ys CHENJIEHHOCTh HOCHUTE el MUHNMAaJIBHBIX KOJIOBEIX BEKTOPOB, 3a MOJHHOMHAJIB-
HO€ OT JJIMHBI KOJA YUCJI0 OMEPAINii J1ajiee HAX0aaTcs Da3NCHBIE BEKTOPEI HEPA3JIOKIMBIX
MIOJIKOJIOB, B MIPAMYI0 CYMMY KOTODBIX DACKJIAABIBAETCS UCXOMHBIN JuHelHb Ko Ha Haze
MOCTPOEHHOI'O aJATOPHUTMa CTPOUTCA aJITOPUTM CTPYKTYPHON aTaKi Ha KOJIOBYIO aCHUMMeET-
puuHyt0 Kpunrtocucremy Tumna Mak-Dmamca, 0cHOBaHHYIO HA Koje C, KOTOPBIH TOJTHHOMI-
AJIbHO 3ABUCHT OT CJIOXKHOCTH CTPYKTYDHBIX aTaK Ha KPUOTOCHCTEMBI Thma Mak-muca,
OCHOBaHHBIE HA MOJKOIAX, B IPAMYI0 CyMMy KOTOPBIX packmaasiBaercs kox C. Takum ob-
pPa30M, MOKa3aHO, YTO HCIOJJIH30BAaHKE IIPAMOI CyMMBI KOJOB He IIO3BOJISET CYIIECTBEHHO
YCWINTL CTOMKOCTH KPUITOCHCTEMBI THIA Mak-D/mca K aTakaM Ha KJIHO.

Karuesve caosa: npaman cymma xodos; xpunmocucmema muna Max-Dauca; amaxa

HA KAIOY.

BBeneunne

B noctkBanTOBYIO 310Xy OXHON M3 aJIbTEPHATHB COBPEMEHHBIM KPUIITOCHCTEMAaM Dac-
CMAaTPUBAKOTCST KOIOBBIE Kpulitocucrembl Tuia Max-Dmuca [1]. st mpaktudeckoro mpu-
MEHEHHS UCIIOJIb3yeMble B TAKUX KPUIITOCUCTEMAX KOJIBI JIOJIZKHBI OBITH TPYIHO OTIHIUMbI-
MU OT CJIy9affHBbIX KOJIOB, HO IIPU STOM 3TH KOJBI JOIKHBI IMETh ObICTPBIN fexomep. [lepsoe
CBOMCTBO, KaK MPaBUIO, HEOOXOIUMO 151 00ECIIEYeHNsT BHICOKOH CTOMKOCTH KPHUIITOCHCTEM
K aTakaM Ha KJII0Y, & BTOPOe — JiJIst 00eCIeueHust BBICOKOM CKOPOCTH PACITI(DPOBAHUS JIAH-
HBIX JIeraabHBIME ToJrydarensMu. C TOYKK 3peHUst CTONKOCTH, HAWIY IIUMU JJIsT UCIIOJIb-
BOBAHUS SIBJISIIOTCS CIydalfHble KOJBI, OJHAKO CJIOXKHOCTH JIETAJBHOTO PACITH(QPOBAHUS B
TAKUX KPHUITOCHCTEMAX OyIEeT CPaABHUMA CO CJIOXKHOCTBHIO B3JIOMA 3TOH KPHUITOCHCTEMBI.
C apyroit cTOpOHBI, MHOTHE KOJBI ¢ OBICTPBIMHU JEKOoJepamMu 00180 agrebpaniecKoit
CTPYKTYPOI, to3Bosstioniel mposectn 3 dbexTuBHy0 aTaky Ha Kao4. Hanpumep, B HacTo-
sTee BpeMst U3BeCTHBI (D(PeK TUBHBIE aTaK| Ha KJII0Y Jiisi KpuittocucreM tutia Mak-Dimca
Ha kojax Puma — Comomona u jponanbix xona Puga — Masepa (em. [2-6]).

OaHrM 13 BOBMOXKHBIX TIO/IXO0B B TIOCTPOEHUHN HOBBIX KOJIOB SIBISETCS UCIIOIHL30BAHIE
KOHCTPYKIIMI Ha OCHOBE W3BECTHBIX KOJOB. B [7] mpejioxkena KpuinrocucremMa Ha OCHOBE
WHTyITUPOBaHHOTO Koma (', KOTOPBIN B KATErOPUN JIMHEHHBIX TTPOCTPAHCTB m3oMopder [-
KPaTHOM IPsiMOM cyMMe 0THOTO 6a30BOr0 KOJIa ¢ OBICTPBIM aIrOPUTMOM JIEKOUpoBaHust. B
|7] mpesnosiozxkeHa BbicOKast CTOMKOCTH TAKOM KPUIITOCUCTEMBI K CTPYKTYPHBIM aTaKaM, Tak
KaK HaflZeHHbI aBTOpaMu crocod KPUITOAHAIN3a HEIOJUHOMUAATIHHO 3ABUCAT OT JJIMHBI
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6azosoro koja. B [8] moarsepkeHa BbIcOKast CTOMKOCTD 3TOM KPUIITOCHCTEMBI K aTake,
OCHOBaHHON HA MPUMEHEHUN AJITOPUTMa PACIIEIIeHNST HOCUTE ST WHLYITUPOBAHHOTO KOJIA.

B macrostmett crathe paccmaTpuBaeTcst KogoBast KpurirocucreMa tuna Max-Dmmca Ha
koze C', MPeNCTABISIONEM COBOH MPIMYI0 CyMMY HEpasIoKUMbIX Koxos Cf, ..., Cy. Ta-
Kasi KPUIITOCUCTEMA SIBJIsIETCsl 0DOOIIEHHEM KPUIITOCUCTEMBI, TpeioskeHHol B [7]. s
paccMaTpuBacMOil KPUIITOCUCTEMbL CTPOUTCH aJITOPUTM CTPYKTYPHOM aTaku, OTJIUYHBIN
OT aJrOPUTMOB, IIOCTPOEHHBIX B [7,8]. B pabore nmokasaHo, 4To CTOHKOCTH CHCTEMBI THIIA
Max-Dmmca #a kome C' cpaBHMMAa €O CTOWKOCTBIO KpHUIITOCHCTeMBI THa Max-Dmuca Ha
xone Cj, tme C; — Takolf Koz, 9T0 KPHITOCHCTEMA HA 9TOM KOJE OOIALAET HAMOOIBIIEH
CTORKOCTBIO cpemu Beex Kpumrocuerem tna Mak-Dmmca wa xomax Cf, ..., Ch.

CraTthbst UMeeT CIeIyIOIYI0 CTPYKTYPY. B mepsoMm pasiene paccMaTpUBAIOTCsT HEOO-
XOJMMBIE CBOHCTBA MPSIMBIX CYMM KOJIOB. AJINOPUTMBI CTPYKTYPHBIX aTak JJIs KOJOBBIX
KPHIITOCUCTEM, OCHOBAHHBIX Ha IIPSIMOM CyMMe Hepa3I0KUMBIX KOIOB, CTPOSITCST B TPETHEM
pasjesie, a BTOPOH pasfies MOCBSIIEeH MOCTPOSHUIO BCIIOMOTATeTHHOTO H(M(PEKTUBHOTO aJl-
TOPUTMA PA3JIOKEHUST TTPOU3BOIFHOTO KOMIA B MPSIMYI0 CYMMY HEPAa3I0KUMBIX KOJIOB.

1. IIpsmasg cymma KogoB

Chayana npusedem neobrodumovie npedsapumenvioie ceedenus. Ilyers I, — mose I'amya
momuocTH g, [n] = {1,...,n}, Fy — n-meproe minettroe mpocrpancTso Hag nosem Fy. o
TeH30pPHBIM TpousBeieHneM (k X n)-marpuiisl A = (a; ;) 1 TPOU3BOJIBHON MaTpuIsl B Ha
nosem Fy, Oyjiem noHnMarh, Kax OOBIYHO, MATPUILY BUJIA

ay 1B aLnB
an 1B [R5} nB
s ces .7.. (1>

ag 1B a;wB

B mpocrpancrse Fy pacemorpum sumeitnniit [0, k, d|,-xon C' pazmeprocty k, JaHbI
n, umeromuit xkogosoe paccrositue d [9]. [lyers Go u He — mopoxpatorast u mpoBepod-
Hasl MATPUITBL HTOIO Koza. ['PyIILy mepecTaHOBOYHBIX MATPUIL pasMepa (1 X n) 0b03HAIM
MP,,, a cummeTpuueckyro IpyIIily IepecTaHOBOK MHOXKecTBa [n| obosHaumum S,. Ormernm,
YTO TPOUBBOJIBHON NepecraHoBke o (€ S,,) MOXKHO MOCTABUTH B COOTBETCTBHE IIEPECTAHO-
BOUHYIO (N X n)-MaTpuily, KOTopyio Oyuem obosnadars P,. Kom D jjmsbl 1 HasbIBaeTcs
[IePeCTAaHOBOYHO—3KBUBAJIEHTHBIM KOy () €C/IM CYIecTByeT Takasi IepecTaHoBKa o (€ S,),
aro Gp = Go P,y pu srom 6ynem tmcats D = o(C). Ilycrs PAut(C)(C MP,,) — rpynma
[EePECTAHOBOYHBIX aBTOMOPMGU3MOB [n, k, d],~xoma C', TO eCTh IPyIIIa TAKUX MATPHUIL, UTO
Jutst Jiroboit mopox narornieit Marputipl Go u moboit marpunsl P € PAut(C) marpuna G P
TaK>Ke sIBJIsIeTCsI mopox gatomment mst C'.

Hocurenem sexropa x = (21, ...,7,) € F} nasosem muoxectso supp(x) = {i € [n] :
x; # 0}, a nocurenem muoxectsa A C Fy Gyem Ha3hIBATH MHOXKECTBO HOMEDPOB

SUPP(A) = Uaecasupp(a).

. T Y22 % J—
Hst muoxkectBa 7 C [n] paceMOTpUM IIPOEKTOD Ty : IFQ — [}, xOTOpBIH BEKTOPY X —
(z1,...,w,)(€ F}) craBuT B COOTBETCTBHE BEKTOD T, (X), i-as KOOPJMHATA KOTOPOTO MMEET
BUT:

) o, ecmmi €T,
(7-(x))i = 0, wHaue.
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Ormernm, aro supp(n,(x)) € 7. Hamomuum, uro (k X n)-marpuna (G panra k umeer
CHCTEMATHIECKUH BUJI, €CJIM CYIIECTBYET TAKOE YIOPSAIOUEHHOE MHOXKECTBO T, |7| = k, 910
7(G) = Ig, tye 7.(G) — marpuna, cocraBjieHHast U3 cTojabI0B MaTpuilbl (G ¢ HOMEPAMH,
NPUHAJICIKAIIAMEA MHOYKECTBY T.

Pacemompum konempyxyuro npamoti cymmot x00os. Iycrs Ci — [, ks, di) -xo1 ¢ 1O-
poxatormet marpureit G , [SUPP(Cy)| = 7, > 0,4 = 1, ..., v. Pacemorpum kot:

C=Ci@..al ={c=(c1|.|lc):cie cz — 1,0, (2)

e a || b — xoukarenarusi Bektopos a u b. Kox C 6ynem HasbBaTh BHEIIHEH Ipsi-
Mol cymmoirt xkomos C, ..., C,. Ouesmmno, uro C asisercs |n,k,d|,~xomom, mpudem
d = min{dy,...,d,}, n = Y, Ny, k = >, | ks, a nopoxzaromast Marpuna Go xkoga C
MOXKeT OBITH TIPEJICTAB/IEHA B BUJIE:

Gea,
GC — diag(Gél, ceey Gév) = . (3)
év
HyCTb T — {1,...,&1}, Ty — {ﬁl + 1,...,&1 + ﬁg}, . - {Zv 1 n ,...,TL}. KO,ZLy éz
conoctasuM nozkoz, C; = 7., (C') koma C. Torna
C=Ci+...+C,, SUPP(C) NSUPP(C)), (4)

rjie | # j. B stom ciayuae rosopsT, uto C' — mpsiMast cymMa oko108 ;.

Pacemompum npocmuie ceoticmea cymmot xk0006. Creyromast IeMMa JIETKO BbITEKAeT
U3 OIpeaeTeHnA.
Jdemma 1. Ilyemv C; — [, ks, di)-%00, |SUPP(CY)| = s, i = 1,...,v, C — [n, k, d],-x00
suda (2) npedcmasaen 6 sude (4). Tozda

1) ecau o € S,, — nepecmanoska, deticmeyrowan wa [n|, mo

o(C) =a(Cy) + ... + a(Cy); (5)

2) kod CL, dyarvrwii xody C, npedcmasum 6 sude: C+ = CF + ... + CL;

3) ecau )
@1 — {dlag(Dl, ---;Dv) : Dz - PAUt(CZ)},

mo 01 C PAut(C).

Hns j = 1,2 pacemorpum [ny, ky, dj]-xon K; ¢ mopoxnatomeit marpuneit Gk, Kox ¢
nopozk atorieit marpuneit G, @ Gk, sBJIsETCs TEH30PHBIM TPOU3BEICHUEM KOJ0B K 1
Ka, me. [ning, kiky, dldg]q—Ko;LOAg K1 @ K [10]. Kox C' Buna (2~), rie kouer O 111 Beex
J coBmagarot ¢ [f, k, d|,-xomom C, pasen [vii, vk, d]-xomy Fy @ C'. Hecnoxmo suiers, 9T0

MMeeT MeCTo TIpejicTasyienne koja Fy @ C' B Buze cymMMbl B30MOPGHBIX K008 (eM. (4)):
F'@C=0Cy+...+C,, SUPP(C)) =1 = {(i — DA+ 1,...,i7}. (6)
Jlemma 2. [lycmo C' =TF; © C, 20e C ~ [, k,d],~%00,
0, = {(V @ I;)diag(Dy, ..., D,) : V € MP,, D; € PAut(C)}.
Tozda ©1 C O C PAut(C).
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Zloxazameavcmso. st mokazareabcTBa JO0CTATOTHO TOKA3ATh, UTO MATPUITHI BIja V &
I m diag(Dy, ..., D,) 1o otpemsrocTr npunasiexar PAut(Fy @ C). Ormerum, 9TO, 110
onpegenennio, Oy C Oy, a npuHaIexHOCTL MaTpunsl diag(Dy, ..., D,) rpymme PAut(F; ©
C) cremyer u3 yreepxaenus 3) memmbt 1. Hoxazxem, arto V @ I; € PAut(F; @ (). Tak xax
nopoxgaromnias Marpuna (o Moxker OBITH IpezcTaBieHa B Bule [, © G, TO, UCIOIB3YH
CBOMCTBA TEH30PHOTO MIPOU3BEJICHUS], TIOJTYIUM:

Ge(Voly) =L, 0Ga)(Voly) =VotGs=(Vol)l,oG:)=(Vel)Ge.

Pasencrso Go(V @ 1) = (V @ I;)Ge osmagaer, uro marpuria Go(V @ I;) sBisiercs
nopox garonieit Marpureit xkoga C, cinenosarensao, V @ I € PAut(C).
O

2. PazjioxkeHue KoJia B IPSAMYIO CYMMY IIOJIKOJIOB

[n, k, d],-xon C' Gysem Ha3BIBATH PA3IOKUMBIM, €CJIH OH MOXKET OBbITh MPEJICTABJICH B
Buzie (4), rie v > 2. Byaem rosoputh, uto koz, C' sIBJASETCs PA3IOYKUMbBIM JIJTMHBL PA3JIOIKe-
HUs1 U, €CJIM OH MOXKeT OBITh IIPEJCTABJIEH B BIJIE CyMMBI (4), TJe KaxK bl u3 moiakoaos C;
He sIBJISIETCST PA3I0KUMBIM. 3aMETHM, YTO B 9TOM CJIydae IpejicTasjienue (4) mo cyrecrsy
eJIMHCTBEHHO C TOYHOCTBIO JI0 mepectaHoBku 1oskonos C; B cymme. Hepaszmoxumbrit ko
C' st yiobeTBa MOXKHO HASBIBATH PA3IOXKUMBIM KOJOM JJIMHBL PA3JI0KEHUsT OJMH.

B pabore [12| ucnonbzyercst Beesiernoe B 11| noHsiTHE MUHUMABHBIX KOJIOBBIX BEK-
TOPOB /Il U3YYEHHs! I'PYIILI aBTOMOP(MU3MOB JIMHEHHBIX KOJOB HAJ| TPOCTHIM IOJIEM.
HamomunM, «aro komoBblil BekTOop (€ () Ha3BIBAETCS MUNUMAALHBLM BEKTODOM, €C-
mu B C' He cylecTByeT BeKTOpa €', JIMHEWHO HE3aBUCHUMOIO C BEKTOPOM C, TAKOrO, UTO
supp(c’) C supp(c) [11]. B [12, ¢. 215], Ha 0CHOBe UCIIOIB30BAHMS CBOWCTBa HOCHTEEH Ha~
SUCHBIX MUHUMAJIBHBIX KOJOBBIX BEKTOPOB MOKA3aHA BOSMOXKHOCTH IIPEJICTABJICHUsST KOJIOB
B BHUJIe IPsIMON cyMMBI Ko10B. Huzke B 9TOM pasmese perraercs 3aa4da mocrpoennst a3hpdex-
THBHOTO AJITOPUTMA PA3JIOXKEHUs IPOM3BOILHOrO JuHelnoro [n, k,d|,~xoma C' B mpsMyio
cymmy Bugia (4), B xoropoit Bee ciaraembie C; sIBISIFOTCSI HEPA3JIOKUMBIME IOIKOIAMU
xoma C.

[Ba BexkTOpa OysieM Ha3bIBATH CIEIJIEHHBIMU, €CJH WX HOCUTEIN IEePeceKatoTcsi 10
HerycToMy MHOXKecTBy. Pacemorpum muoxkecrso M(C), e € — npousBOJIbHBIA JMHEH-
uolit [n, k, d],~xox, cocrosiimee U3 BCEX MHHUMAIBLHBIX BEKTOPOB 3TOr0 Koja. MHOXKecTBO
MHUHHMAJBHBIX BEKTOPOB {C1, ..., ¢ (S M(C')), HA3Z0BEM 8A3HbIM, ecar 1jist 1060 maphl
BEKTOPOB HAMIETCsl TaKasi IOC/IE/I0BATETLHOCTE BEKTOPOB, UTO OHA HAYMHAETCS ¢ OJHOTO
BEKTOPA, 3aKAHIMBAETCS JIPYIUM BEKTOPOM aphl, ¥ IIPU ITOM TIOJPSLI UJYIHe BEKTOPHI
HOCJIEIOBATEIBHOCTH CleIIeHbl. OTMETUM, 9TO JIBA CBSI3HBIX MHOXKECTBA IIE€PECEKAI0TCs,
TO UX 00beMHeHNe CBsI3HO. MakcuMaibHOe CBSI3HOE MHOXKECTBO HA30BEM KOMIIOHEHTOH
cBsizHOCTH. MHOXKECTBO Beex KOMIOHEHT cBsizHOCTH Koya C' obosHaunm Z(C'). Otmernw,
YTO AHAJIOTHYHBIE TIOHSITHsI cojiepxkarcst B [12].

WsBecTHO, 9TO CTPOKM IPOU3BOJILHON TOpOXK patorieii Marpuibl kojga C' B cucreMaTu-
YECKOM BUJIE SIBJISIOTCS] MUHUMAJIbHBIMU KOJIOBBIMU BEKTOPaMu, obpasytonumu 6asuc [13].
Taxott 6asuc O6yuem obosnauars By (C). Tax kak Jrobast MOpoXKIAOINIas MaTPUIA KOJA
MOXKeT OBITh NPUBEIEHA K CUCTEMATUYECKOMY BHJLY € IOMOINBIO ajroputMma laycca, To
coHOCTh Haxoxkaenust 6asuca By (C') — O(n?). Anropurm naxoxnennst 6asuca By (C)
10 TPOU3BOJIEHON mopoxk gatomelt marpuie Koga C' obosnaunm FindMinBasis.
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JIemma 3. Iyemov C — pasaosrcumoiti x0d suda (4), ede C; — nepasaoscumoie nodkodol.
Tozoa

1) M(C) = Uiy M(Cy);

2) Z(C) - {M(Cl)a ) M(Cv)}7

3) Bu(C) = Ui Bu(Cy).

AHoxasameavemeo. llepsble 7Ba yTBEpKIEHUsT HENIOCPEJICTBEHHO BBITEKAIOT W3 YCJIOBUH
JIEMMBI U onpejiesienuit. T'perbe yTBEpKIeHNE BBITEKACT U3 MEPBLIX JIBYX.

(]
[ocrpoum anropurm Decomposition (eMm. agropur™ 1), KOTOPBIH 1151 TPOU3BOJILHOIO
smHettHoro koga C' crpout Takue HabOpBI BeKTOpoB By, ..., B, uz M{(C), uaro mnjust koma C

nmeer Mecto pasioxkerne (4), riae xkoust C; Hepaznoxumbl u B; = By (C;).

HNcxopubie napamerpsr: G — mopoxpamomas marpuna [n, k, d|,-xona C

Pesyabrar: By, ..., B,~ 6a3uce koo C;, COCTABIEHHBIE N3 MUHUMAIBHBIX
KOJIOBBIX BEKTOPOB

Bu(C) ={gl, ..., g.} = FindMinBasis(G¢)

V=1kl,i=1

J10 TeX II0p, 1I0Ka V # & BBIIIOJIHATH

Hst npomssosbrOTO § € Vi Vi = {j}, Wi = supp(g}),

changed = true

A0 TeX Iop, moka changed = true BBIIIOJHATH
changed = false

aas kaxkaoro | € V' \ {j} Bbinonuars
ecJsiu supp(g;) N W, # @ Torpa
changed = true
V- VU {1}
Wi = W; Usupp(g)
KOHeI[ yCJIOBUSI
KOHeEI[ [[UKJIa

KOHeIl, UKJIa
Bi={g,:jeVi}, V=V\Vi,i=i+],
KOHeIl, [INKJIa

BO3BpaTuTth By, ..., B,

Agroputm 1. Decomposition

Teopema 1. I[lycmv C' — pasaoocumstti k00 daunosl pasaoncerus v. Tozda no npous-
soavH0t nopoocdaowett mampuue Go smozo xoda anszopumm Decomposition nazxodum
v 6basucos Hepaszsoncumovlr nodkodos Ch,..., Cy, HOCUMEAU KOMOPHIL NONAPHO HE Nepece-
KA10mesa; npudem Hatidenmvle 6asucvt COCMOAM U3 MUHUMAADHYT KOJOBVIT 6EKMOPO8,
caooienocmy anzopumma — O(n® + k?n).

Aoxasameavcmeo. Ha nepsom mrare anropurma Decomposition crpourest 6asuc By, (C) us
MUHHMAJIBHBIX KOJOBBIX BekTopos. CroskHoCTh 3Toro mara — O(n?). B ocrapmelicst yactu
aJIrOpuUT™Ma 13 Haﬁ,ZLeHHbIX MUWHHUMaAJIBHBIX 6aSI/ICHbIX KOOOBBIX BEKTOPOB CTPOATCH CBA3HBIC
mHOXKecTBa Bj, ¢ = 1,...,v. Tak kax HOCHTEM MHOXKECTB [3; He MepecekaroTcs U MOCTPO-
eHHBII Ha niepBoM Imare 6azuc By (C) cocTonT M3 MUHUMAJBHBIX KOJOBBIX BEKTODOB, TO
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u3 1.3 jgeMMbl 3 cieiyer, ato B; — 6asucel By (C;) komos O, cocrosiime U3 MUHUMAJb-
HBIX KOJOBBIX BekTopos. CioxuocTsb noctpoenus: Muoxects By — O(k*n). Takum obpasom,

O(n® + k*n) — croxuocTs anropurMma Decomposition.
(]
PaCCMOTpI/IM IIpUMEPBI HEPA3JIOZKMMBIX KOIOB.

IIpumep 1. [n,k,d|,xox C ¢ MakCUMAJBHBIM JOCTIZKUMBIM paccrosaneM (MP-xor)
SIBJISIETCsT HEpa3IoKuMbIM KogoMm. CHauasa pacemorpum ciayuait, korya k < |[n/2]. Tax
kak C' — MAP-xon, 7o d = n — k + 1 > [n/2] + 1. Orcroma nosyuaem, 910 Jr06bIe
JIBa KOJIOBBIX BeKTOpa koja O creriensl, osroMy C HepasioxkuMm. PaceMorpum ciydaif
k> |n/2]. Tax kax C* — taxxe MJIP-xon pasmepHOCTH N — k U /I HETO BBITOJIHICTCS
yernosme n — k < |n/2|, to Ct — mepasnoxmvbiil kom. 13 BTOPOro yTBEPYKIEHNAS JIEMMBI
1 cnemyer, aro xom C — mepasmoxumbiit. K xraccy MIP-komoB oTHOCSITCS Takme KOJIBI,
Kak Kol Pua — Conomona [9], HekoTopble KOJbI B paHroBoif merpuke [14].

IIpumep 2. Ilycrs RM(r, m) — nponunsiit ko Puga — Mastepa nopsiaxa r v jiuabr 27
19]. Komet RM (1, m) u RM(m—r—1,m) ssasorcs HepasioRuMbiMu. PacemoTpuM cHavata
kog, RM(1,m). Dro [2™, m+ 1, 2™ 1],-xon. Orcrona cieyer, 94to 3TOT KOl He MOKeT ObITh
PA3JIOKUMBIM, B IIPOTHBHOM CJIYIAEM HUMEINUCH OBl TOIKOJBI, ¢ MUHUMAJBHBIM KOJIOBBIM
paccrosinem Menee 2™~ Tax xax jyst RM(1,m) 1yabHbIM KOJOM SIBISIETCsT KOJL HOPSiIKa
m — r — 1, T0O U3 Broporo yrBepxjeHus jeMMbl 1 BbiTekaetr, uyTo Koj, RM(m — r — 1,m)
TaKzKe sIBJISIeTCsT HEPA3IOKHUMBIM KOJIOM.

Ha ocHoBe n3BeCTHBIX HEPA3IOKUMBIX KOJIOB MOTYT OBITH MOCTPOEHBI HEKOTOPBIE JPY-
rme HepasloKuMble Kol Kak ciaenyer u3 [15], ecmm C — mepazmoxumbiit [n, k, d],-
ko1, ¢ mopoxpatoreit (k X n)-marpuneit G, Gy —npoussosibHast (k X ng)-Marpura, To
[n + no. k, dlg-xon K ¢ nopoxparomeit marpuneit Ge = (Ge || Go) sasercs mepasio-
JKUMBIM KOJIOM, TTPUYEM d > d. OrMeTnM, 9TO 3a/1a9a MOACIETa TUC/IA HEPASTOKUMBIX
[n, k]-x0M0B [U1s1 3aaHHBIX 1, k 1 ¢ perena B [16].

3. CTpykTypHBbIe aTaKi HA KOJAOBbIE KPUIITOCUCTEMBI

3.1. KoaoBble KpUIITOCUCTEMBI

B [1] P. Max-Ducom Brepsble 6bL1a IPEJIOKEHA aCUMMETPUIHAST KOJOBAsT KPUIITO-
cucreMa Ha JuHeHHOM Koje Lommbr. CTORKOCTE TaKUX KPUIITOCUCTEM OCHOBAHA HA TOM,
YTO MATPHUIA IyOIMIHOTO KJIHOYa HEOTIMYUMA 38 TOJMHOMUAILHOE BPEMsl OT MOPOXK I~
IOIIe MaTPHUIIBL CAyUYaifHOTO KOJ@, 3aJa4a JIEeKOIUPOBAHUsSI KOTOPOIO, KAK M3BECTHO W3
Teopun KojupoBanust, oTHocuTcst K NP-nosabiv 3aagam [9]. B srom pasuene npusogurces
ormcanne KpunrocucteMbl Thia Mak-Dmuca McE(C) va nponssosbHOM Kozie C.

Pacemorpum xpunrocucremy McE(C) va [N, K, D|,xone C: céKpeTHBIM KJIOUOM $iB-
nstercst mapa (S, P), tue S — mesbipoxyennast (K x K)-marpuna, P — nepecraHoBouHast
(N x N)-marpurna us MP . Ty6mmausiv kmosom ssasiercs mapa (G, ¢ = [(D — 1)/2]),
e MaTpuna G IMeer BI:

B = SGoP. (7)

Indposanue sexropa m(€ FX) somomnmsercs no npasury: mB + e = ¢, rie wt(e) < t.
Jist pacmudpoBanusi € JIOCTATOYHO JIEKOJMPOBaTh BekTop ¢P~! B BekTOp MS, U3 KOTO-
POro ¢ TIOMOIIBLI0 YMHOXKeHUsl Ha MaTpuily S~! maiftu m.

94 Bulletin of the South Ural State University. Ser. Mathematical Modelling, Programming
& Computer Software (Bulletin SUSU MMCS), 2019, vol. 12, no. 3, pp. 89-101



I[MTPOI'PAMMUWPOBAHUE

Cpemu atak Ha KOJOBBIE KPHUIITOCHCTEMbBI BBIIESIIOTCS aTaku Ha mmdporpaMmy u
CTPYKTYPHBIE aTaKul — aTaKu Ha OTKPBITHIA Kit0d. [lebio mepBBIX MOMKET sIBISITHCS, Ha-
puUMep, HAXOXKIeHNe 3amnPOBAHHOTO COOOITEHMsT 10 U3BeCTHOM mudporpaMmMe win Ha-
6opy mubporpamm, uan MoauduUKaIms mudporpaMMbl 663 0OHAPYKEHUsT TPUEMHON CTO-
ponoit dparTa Mogudukanmu. ATaku Ha OTKPBITHIH KJIFOY, TaK:Ke HA3BIBAEMbIE CTPYKTYP-
HBIMU aTaKaMU, HAIIPABJIEHBI HA TOJIyUeHne NH(MOPMAIINN O CeKPETHOM KJIFOUe 10 U3BECT-
HOMY OTKPBITOMY KJIH04y. B 9T0lt pabore HaC MHTEPECYIOT CTPYKTYPHBIE ataku. Jist Kpur-
tocuctem Tuita Max-Dica e/ b0 CTPYKTYPHBIX ATaK SIBJISIETCST HAXOXKJIEHUE 110 MATPUIIE
B nodzodawezo cexpemmozo xamoqa (S', P') Taxoro, 4to

S'GoP' = B.

Ormerum, uto B obmmeM ciaydae S # S" u/mwmm P # P, oqaaxo ussecTHO (CM., HAIIpUMED,
9]), uro PP'~! € PAut(C), u sToT K109 MOKeT GBITh MCIIOIBL30BaH IPU PACITH(QPOBAHAH
[0 IPHUBEJICHHOMY BBIIIE IIPABUILY.

3.2. Agropurm ataku na cucremy McE(F, © C)

Iycrs C — mepasnoxumprit [72, &, d],-xox, v — HaTypasHoe unco. Pacemorpin mpe-
crapienue koga Fy © C' B Buge cymmnpr mzomopdnbx xkoa0s C; (M. (6)).

Teopema 2. Iycmo B = S, @ Ga)P ~ MAMPULA_NYOAUHORO KA KPUNTMOCUCTIE
Mbl MCE(Iqu @ ), 2de S — nesvipooicdernnan (vk X vk)-mampuya, P € MP,5, Attack —

AAROPUMM HATONCOCHUA TOOTO0AUWE20 Cerkpemnozo ka0ua oan cucmemst McE(C), Q)
— CA0IACHOCTD IMO020 arzopumma. Tozda cywecmeyem aizopumm HaAToACIenUs nodroos-
wezo cexpemnozo xarona das cucmems McE(FL @ C) co caoaenocmuvio O(2v*7® + v3 ki +
v+ vQ(R)).

Aoxasameavcmeo. JokasareabecrBo OCHOBAHO HA TIOCTPOEHUH AJINOPUTMA HAXOXKJICHUST
HOJIXOJISIIEN0 CEKPETHOTO KJIFOUA.

N3 Teopembl 1 BbITEKaET, 9TO € TMOMOIIBIO ajropurMa Decomposition Moxno HaiiTu
Takde Helepecekarornecs: oaMuoxectsa ¢;(C [vil]), [¢;] = R, aro s kaxgoro i =
L, ...,v muuelinas 060JI09Ka CTPOK MATPHIIEL Ty, (B) msomopdua xomy C. Bes napyenust
obIHOCTH 6YIEM TI0JIaraTh, YTO 3JIEMEHTBI MHOKECTB ¥ — {p}, ..., pk } ynopsiiogensr: pt, <
Pl st moGeix m < j. Haitgem Takyio mepectaHoBKy o € Ses, 4r0 0(1) = Di(s—1yn AL
i=(s—Dn+1,..,s0, s =1,... 0 llycrs P, — nepecranosounast (vii X vfi)-Marpura,
COOTBETCTBYIOMAst lepectanoske o. Torga matpuna PP, uveer su;

ppg—l = (V@ Iz)diag(Wy, ..., W,),

rie V € MP,, W, € MPj. U3 nemwmer 2 cienyer, ato marpuna V @ [; TpUHAJIEKUT TPYIIIE
asromopdusmos kona Fy @C'. Tlosromy marpuna BE, ! Mozker GBITE IpesicTaBIeHa B BUJIE:

BP;Y = S(I, © Gg)diag(Wy, ..., W,).
Iyers 73 = {(i — D)+ 1,...,i7n}, i = 1,...,v. Bamerum, uTo 11s Beex ¢ € [v]:

Trn(BPY) = 7, (S, © Ga))Wi = 71, (S)Ge W,
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rie w; = {(i—1)k+1,.... ik}, 1 = ,v. Tax kax MaTpuIa S KBaIPATHAS U IIOJHOTO DAHTA
kv, to rank(7,,(S)) = k. HoaTOMy no marpune 7., (BP; 1) 3a nosmHoMuasbHOE BpeMst
MOXKeET OBITH MOCTPOEHA (k x n)-marpuna (; panra k, KoTopasi UMeeT IIPEJICTaBJIEHHE:
B = SiGs Wi, e S; — (k x k)-marpuna paunra k. Taxum obpasom, mo marpuie B ¢
MOJTMHOMUATIBHOMN 10 71 CJIOZKHOCTBIO MOTYT OBITH HAMICHBI ¥ MATPHIL, KAXKIAST U3 KOTOPBIX
IPeICTABIISeT MATPUILY ITyGJIMYHOrO Kmoda kpunrocucreMsl McE(C).

Ipumensas amropurym Attack x MaTpunam §;, HalileMm coOTBETCTBYIONTHE TIOIXO/IAIIHE
ko (S, W!). Ipu stom W;W!~! € PAut(C). W3 nemmbl 2 moTydaem, 4T0 MaTPHIA

diag(W W=, . WW!= = PP diag(W{t, ..., W/™h
NPUHAJJIEKUT TPYIIE aBTOMOPMU3MOB KOIA IFZ ® C’ , IOTOMY U3 yPaBHECHUHA
S'Ge = BP Ydiag(W, ™t .. Wi, (8)

rie Go = I, ® G s, ¢ HOIMHOMUAIBHOM 10 71 CIOKHOCTHIO MOXeT OBITH Hali/leHa MaTpHIA
S, Orcroma nomyaaem, ato (S, diag( ey WY Py) — TOIXOSIIIHI CeKPETHBIH KITFOY J1IsT
cucrembr McE(Fy © C) ¢ Marpurieit Hy6ﬂHquro kioda B.

B amropurme Crackl (em. ajsropur™m 2) IpuUBEIEHBI AN HAXOXKJIEHUS! TIOIXOISAIIETrO
cexpeTHoro xaova. M3 teopembl 1 BbITEKAET, 9TO CJIOKHOCTH TIEPBOTO IMIATA ITOIO AJro-
purma — O3 7? + v*k*7). Croxuocrs Broporo mara — O(vi). Tperuit mar uMeer cIox-
nocts O(vQ (7)), a cioxuocTs yerseproro u nsitoro maros — O(v*n?). Orcrona norydaem

craoxHOCTE amropurMma Crackl. -

Ucxonnbie napamerpor: B, Attack
Pezysibrar: (S, P') — nOAX0IsIM CeKPETHBIH KU
1. (B, ..., B,) = Decomposition(B)

2. (SUPP(B,),...,SUPP(B,)) — P,
3 W/ — Attack(, (BP-1), 75 = {(i — V)i 1,0}, i — 1,
4. U3 ypasrenns (8) maiiru S’
5. Pl = diag(W{, ..., W) P,
Bossparurhb (S, P')

Agroputm 2. Crackl

3.3. Auropurm araku Ha cucremy McE(C) @ ... @ C))

[ycrs C; — mepasmoxumerit [n;, ks, d]qxom mam monem F,, i =1,..., 0, Cia..alC,
KOJI, C IOPOXK JIarotelt Marpurieit suja (3), McE(C’l ®..oC, ) — xpunirocucrema tura Mak-
DJmca Ha OCHOBE STOro Koua, Attack; — aaropuTM HAXOXKIEHUS MOIXOIAIIEIO CEKPETHOTO
KJII0Ya JJIs] KPUIITOCHCTEMbI McE(C’i), Q(n;) — CIOXKHOCTL FTOTO AJTOPUTMA, § = 1, ..., v,

A = {Attack; };_;. (9)

Iyers K(Cy) — MHOXKeCTBO Beex MaTpuIl mybumdHbx Kimodeif xpurrocueremsr McE(Ch).
Ecmu xomer C; m C; UMEIOT OIMHAKOBYIO DA3MEDHOCTL W JUIMHY, HO HE SIBJISIOTCS
KOMOUHATOPHO-9KBHBAICHTHBIME Komanmu, 10 K(Cy) N IC(C'j) = @. Byaem npeanonararh,
gyrto ecau Ha Bxoj ajropurma Attack; momaerest (k; X ng)-marpuna A€ IC(C’i)), TO 3TOT
AJICOPUTM 3aBepInaeT ¢BO paboTy ¢ coobirenneM o6 ormmbKe | 3a MOTMHOMHAIBEHOE Bpe-
M.
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Teopema 3. [lycmv B = S-diag(Gs,,...,Gg ) - P — mampuya nybauunozo xaroua xpun-
mocucmemo, McE(Cy @ ... @ C,), 20e C; — nepasioncumoli [0, ks, dilg-x00, i = 1, ..., v,
ko= S0 kion = S0 s, S - meswipooicdenmas (k X k)-mampuua, P € MP,, A
— nabop suda (9), @ = maxicj{Q(n:)}. Tozda cywecmeyem anrzopumm HATOAHCIEHUA

nodvodawezo cexpemmnozo xatoua das cucmemor McE(Cy @ ... @ C,) co caoscnocmpio
Oe2n® + k*n+n+ (v+ 1)vQ/2).

oxasameavcmeo. Hist ynobersa Koz, ¢ mopoxgatomeit marpunieit B obosnaaum B. CHa-
gajia pacCMOTpuM ciaydait, korma (ng, k;) # (ny, k;) nus Beex @ # j. B stom caydae st
HAXOXKJIEHUST TTOJIXOIISIIIIEr0 CeKPETHOTO KJIH0Ya MOYKHO BOCIIOJIB30BATHCST MOIM(pUKATHEH
asropurMma Crackl. Momudukanmst 3axr09aeTcss B M3MeHeHUH 1maros 2 u 3. B wactHocTH,
TaK KAK 110 IPEeIOIOKEHIIO, KOubl C; HONAPHO OTIMIAIOTCS IAPAMETPAMHE, TO [0 HAGOPY
6a31CoB, TOJYUEHHBIX HA MEPBOM Iare, HECJOXKHO MOCTPOUTH TAKYIO MEPECTAHOBOTHYIO
Marpuily Py, 910
0'_1(8) — B~1 $...D BNW,BNZ' = éz

Momudukanust mara 3 3axjiodaercs, ¢ OJHON cToponsl, B ToM, 7; = SUPP(C}), a ¢ apyroit
CTOPOHBI, B TOM, 4T0 K Marpune 7., (BP; 1) npumensiercs: anropurm Attack;.

Teneps pacemoTpuM ApyToift 9acTHBIM CTydall, KOrJa mapaMeTpbl BCeX KOJOB OJIMHA-
koBbie: (ng, ki) = (7, k) st eex @ = 1,...,v. Tlocie npuMeHeHus: TIEPBBIX TPEX IIATOB
anmropurma Crackl, Gymer maiiena rakas mepectaHoska o, 9to 0~ (B) = By @ ... & B,.
Tak kak mapamMeTpbl KOJIOB OJIMHAKOBBIE, TO JIJIsI ONPEJIEIEeHUs, KAaKOMY KOy u3 Habopa
Ci, ..., Cy msomopden kazxmplit ko1 B;, HEOOXOIMMO BBIIOIHATE HepeGop M0 AIrOPUTMAM
u3 Habopa (9). [laru HAXOXKIEHUs TTOJXOSAIIEr0 CEKPETHOIO KJIH0YA B 9TOM CJIydae IpPU-
Besienbl B agroputme Crack2 (em. amropur™ 3).

Ucxonnvie napamerpol: B, (Attacky, ..., Attack,)
Pesynbrar: (S, P) — nogxoustinuit ceKpeTHbIil K0
1. (By,..., By) = Decomposition(B)
2. (SUPP(B)), ..., SUPP(B,)) — B,
3. A=[v], 8= (91,...,90) € [V]
4. pjist KaXKJ0ro i € [v| BBIIOJIHATH
[ KaXKJ0r0 ¢ € A BBIIOJIHATD
ecou Attack, (7, (BEP; 1)) = W/ # L rorma
g: — a
A=A\ {a)
BBIITH M3 BHYTPEHHETO ITUKJIa
KOHEL| yCJIOBUS
KOHEI[ [UKJIA

KOHeI| IUKJia
5. Ilo BexTOpyY g HalTH IIepeCTAaHOBKY ¥ Takylo, uto Y(i) = g;
6. 13 ypasuennst S'Ge = BP;H (P @ Iﬁ)diag(Wﬂ/_}l(Dl, . ﬂ/_,ll@l) naitru S’
7. P = diag(Wj{,1<1>, cey Wﬂ’/,1<v>)(Pﬂ, @ 1) P,
Bo3Bparutsb (S, P’)
Agropurm 3. Crack?2

Ocobennocts asropurma Crack2 B ormmame ot amropurma Crackl cocrout B TOM, 9TO
HEOOXO/IMMO BBITIOJIHSITE Iepebop 1o aaropurMaM B3joma us Habopa (9). B xymmewm ciaydae
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Ha 1rare 4 amropurma Crack2 seimosasiercst obparienue (v + 1)v/2 pa3 K aaropuTvaM us
sroro mabopa. Ilosromy, B ey Toro, uro O(20°7° + vk 4 vin + vQ(R)) — croxHOCTD
anropurma Crackl, orcioma jerko Beitekaer, uro ajropurma Crack2 mMeer cJI0KHOCTH
O2n® +E*n+n+ (v+ 1)vQ/2).
(I
Ormernm, uro amroputMm Crack2 siBistercst obobmennem amropurma Crackl u moxker
OBITH MPHMEHEH 7T HAXOXKJICHUs TIOJXOIAMEro cekpernoro kmoda mia McE(F) @ C’),
ecsi ojtokuThH Attack; = Attack mist Beex @ = 1, ..., v.

3aKJII0UYeHue

[TonbITkr yemauTh ¢TORKOCTH KpUnTocucTeMbl THa Mak-Dmmca npepuanMaioTest,
HAIIPUMED, 32 CYeT UCIIOJIb30BAHUSI HOBBIX KOJIOB B KJACCHIECKOM IIPOTOKOJIE KPHUIITOCH-
CTEMBI U/WJIM IIyTeM MOJMMDUKAIIMKA CAMOTO IIPOTOKOJIA KPUIITOCUCTEMBI (CM., HAIIPUMED,
paborsl [7,13-20|). B cBsizu ¢ 9TuM akTyasbHA 3aj@9a AHAJIM3a CTOHKOCTH TIOJIyI€HHBIX
MOTUPUKAITIH.

C oHOI CTOPOHBI, PE3YJIbTATHI HACTOSIIEH PabOTHl MOKA3BIBAIOT, YTO CTPYKTYD-
HBIH KpunroaHaus KpurnrocucreMbl tuna Mak-Dmuca McE(C), nocrpoennoit Ha ocHoBe
[n,k,d]-kona C' = C1 & ...® C,, CBOAUTCS K CTPYKTYPHOMY AHAJIN3Y CTORKOCTH KPHIITOCH-
crem McE(CY), ..., McE(C,). C apyroit cropons, d = min{dl, s Jv}, e d; — MUHEMAJIb-
HOE KOZOBOE paccrosiame xoxa Cj, u k — Yoy ks. Tlosromy croifkocts cucremsr McE(C)
K aTakaM Mo Wudpozpammy METOIOM JEeKOJUPOBaHUs! 110 WH(MDOPMAIMOHHBIM COBOKYITHO-
CTSIM, KaK CJIeJyer, HAlPUMeD, U3 Pe3ysbraroB paboTsl [21], He npesblmaer crofkocTu
K COOTBETCTBYIONMM aTakaMm s kpunrocucremb McE(Cy), tne dy = d. Bomee Toro,
ucob3yst ajroput™ Decomposition (eMm. ajgroputm 1), uMeercs: BOBMOXKHOCTB YCHJIATH
araky Ha mu@porpaMMmy, Tak Kak 3TOT aJIOPUTM IIO3BOJISIET OIPEIETUTH HOCUTEIN 01
KOZOB. B 9TOM Ciiydae ajropursm JIEKOAMPOBAHUS 110 UH(MDOPMAIIMOHHBIM COBOKYITHOCTSIM
MOXKET TIPUMEHSIThCsI He K KOJy € HOpoxKJaronieit Marpuneil B, a xk v noakogam ¢ 6asu-
cavu By, ..., B,. Taxum ob6pazoM, UCIOIb30BaHME MPSIMOM CyMMBI KOJOB HE YCHJIUBAET
KpunrocucreMy Tura Mak-Dymca HE K aTakaM Ha K04, HA K arakaM Ha Iudporpam-
My. OTMETHM, 9TO aHAJIOIMYHBIA BBIBOJ mojydeH B [13] st MojuduKanmm mpoToKoJa
Max-smca, B KOTOPOi UCIOIB3YETCst KOJIOBasl KOHCTPYKIIMS TUITA KOHKATEHAITMHA KOJIOB.
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We construct a polynomial algorithm for decomposing an arbitrary linear code C into
a direct sum of indecomposable subcodes with pairwise disjoint supports. The main idea of
the constructed algorithm is to find the basis of a linear code consisting of minimal code
vectors, that is, such vectors whose supports are not contained in the supports of other code
vectors of this linear code. Such a basis is found in the polynomial number of operations,
which depends on the code length. We use the obtained basis and the cohesion of supports
of minimal code vectors in order to find the basic vectors of indecomposable subcodes such
that the original linear code is the direct sum of these subcodes. Based on the obtained
algorithm, we construct an algorithm of structural attack for asymmetric McEliece type
cryptosystem based on code C, which polynomially depends on the complexity of structural
attacks for McEliece type cryptosystems based on subcodes. Therefore, we show that the
use of a direct sum of codes does not significantly enhance the strength of a McEliece-type
cryptosystem against structural attacks.

Keywords: direct sum of codes; McEliece type cryptosystem; attack on the key.
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